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Letter from the Co-Hosts

On June 4, 2019, the Council on Competitiveness of the economy, a set of actionable recommenda-
(Council) and UCLA, home to CESMII—=The Smart tions is outlined for federal and state policymakers,
Manufacturing Institute, co-hosted a major dialogue  as well as leaders from the private sector.

on Smart Manufacturing: Leveraging the Democra-
tization of Innovation. The day-long session with
more than b0 experts representing industry, aca-
demia, national labs and government focused on the
democratization of smart manufacturing as a practi-
cal necessity for the future of U.S. manufacturing.
Topics included creating and maximizing the value of ~ Sincerely,
innovation through the easy and secure movement of
information; rethinking education, training and entre-
preneurship in manufacturing; changing manufactur-
ing infrastructure and the innovation ecosystem;
aligning market and policy drivers for data centered
enterprises; and addressing the need for new jobs
and a new culture of data.

We want to thank the participants who lent their time
and knowledge to this important initiative. We also
want to acknowledge CESMII, Microsoft, Deloitte
and ThinklQ, who joined the Council and UCLA

in sponsoring this dialogue.

We know that competition is rising around the world.
We are witnessing the development and acceleration
of the some of the greatest advancements in science
ever known driven by the vast deployment of sen-
sors, the Internet of Things, artificial intelligence, big
data analytics, 3D printing, precision manufacturing

and unprecedented data interconnectedness at scale 2 KWM@Q,{ m\b/%\mdk

and speed. Each of these areas are disrupting

sectors of the economy, but they are also converging  The Honorable Dr. Gene Block

and colliding with huge economic and national Deborah L. Wince-Smith  Chancellor

security implications. Smart manufacturing stands President & CEO University of California,
Council on Competitiveness Los Angeles

at the center of many of these tectonic shifts.

This report captures key discussion points, including
assessments of current challenges and opportunities
across the manufacturing sector. With the help and
input from expertise cutting across multiple sectors



Executive Summary

The United States is facing exciting competitiveness,
economic and operational opportunities with Smart
Manufacturing (SM). These opportunities are the
result of a changing manufacturing landscape
shaped ultimately by global consumer demands for
higher precision, higher value products that are
manufactured faster, cheaper and safer, making far
better use of materials and energy with less environ-
mental impact. Powering this production revolution
and subsequent demand for smart manufacturing

is the confluence of:

* Slack in manufacturing productivity, precision and
performance that, if made more efficient, could
tap significant value from supply chain operations
and process operations;

* The digitalization of the manufacturing industry
with advanced sensing, controls and modeling
technologies and digital infrastructure; and

* The generational re-emergence of advanced
and highly productive manufacturing capacity
on U.S. soil.

On June 4th, 2019, the Council on Competitiveness
(Council), UCLA and CESMII=The Smart Manufac-
turing Institute, a national Manufacturing USA insti-
tute overseen and administered at UCLA, brought
together a diverse group of more than 50 stakehold-
ers to focus on the democratization of SM.

In this context, democratization means advanced
technology, capability and practice in the hands of all
that can add value, as a practical necessity for the
future of U.S. manufacturing. While the focus of this
dialogue was on SM democratization, the principles
of democratization apply generally with advanced
technologies in that manufacturers need to work
together in enterprise value and supply chains and

can no longer continue to work in silos, and that the
United States needs to tap into the full innovation
capacity of its entire manufacturing base. SM both
requires democratization and facilitates it.

Participants in the day-long dialogue represented a
unique collective perspective on SM democratization
as an emerging driver of manufacturing competitive-
ness. Concurrent with the opportunity are persistent
challenges with economic viability and protection of
intellectual property in a landscape where the busi-
ness, economic, operational and social drivers are
pushing toward digitization, business collaboration
and supply chain operational interoperability. To
better understand the current landscape and the
SM opportunity, the dialogue tackled the following
questions:

* |s the United States and its manufacturing base
adequately prioritizing SM investment and market
priority to keep pace with consumer and global
market demand and advanced digital technology,
investment and innovation around the globe?

+ Will U.S. and global markets move the democrati-
zation of SM fast enough, or is proactive govern-
ment involvement through research and other
strategic investments required?

* How can policymakers and industry ensure that
digitalization does not outpace security risks in the
form of cyber threats from state and unaffiliated
actors?

* |s there a need to rethink talent, workforce
training and education, and entrepreneurship
as elements of an overall cultural shift to a data-
driven, innovation-driven economy?
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Participants in the June 4, 2019, Smart Manufacturing Dialogue.

Looking specifically at current industry practices,
the participants worked to identity a common
vocabulary and set of priorities for U.S. manufactur-
ing digitalization, SM democratization and advanced
manufacturing innovation. Framing this discussion
were questions seeking to assess:

» What the current level of knowledge is
among industry executives, federal and state
governments, and university leaders about SM,
the digitalization of manufacturing and the
democratization of capability?

* What are the roadblocks, fears and perspectives
standing in the way of the SM transformation?

* What are replicable examples of SM best
practices?

The importance of this dialogue was underscored
by considerable economic, investment and market
growth opportunity of SM that can be created for
democratization that in turn spurs supply chain
productivity, process precision and manufacturing
performance. Radically expanded application of data,
information and modeling will be a key driver of
long-term U.S. competitiveness, with other countries
also seizing the opportunity to develop advanced
data and modeling capabilities and be “first to mar-
ket” with new manufacturing capabilities in a global
market.

With this “call-to-arms” as backdrop, a consensus
emerged around a set of broad goals, which are
discussed in greater detail throughout this report.



Goal No. 1: Inspire the Workforce

There is a very real need to message advanced
manufacturing in new ways that are much more
attractive and relatable to the next generation work-
force. It is time to move from a defensive posture of
what advanced manufacturing is “not” (i.e. not dumb,
dirty and dangerous) and focus on what advance
manufacturing is: smart, sustainable and surging.
The risk is that the United States is not moving
nearly fast enough to address the advanced manu-
facturing workforce shortage problem.

Goal No. 2: Embrace Technological
Innovation

The democratization of innovation, technology and
cybersecurity is a cultural change—even a cultural
revolution—that manufacturing needs to embrace.

To fully understand and embrace this tectonic shift
will take sustained commitment and effort, including:

1. Senior management retraining;
2. Reverse mentoring; and

3. Stronger partnerships between industry
and education.

Goal No. 3: Catalyze Collaboration

The federal government and the Manufacturing USA
institutes can convene stakeholders to find solutions
to SM barriers. Challenges involving intellectual
property rights and protections, and the manage-
ment of real and perceived risks and liabilities asso-
ciated with data exchange and interoperability, are
potential speed bumps on the pathway broader

SM utilization.

Goal No. 4: Explore New Financial
Paradigms

Beyond basic scientific research, the U.S. model

is one where the market is the better driver for
innovation and sustainability than federal investment.
However, ongoing financial challenges for compa-
nies, especially small and medium-sized enterprises,
related to onshore production and scale-up highlight
ongoing issues related to access to capital for longer
term ventures. Additionally, financial models related
to cyber systems, services and shared infrastructure
require significantly different approaches than physi-
cal/on-premise systems.

CESMII-The Smart Manufacturing
Institute

CESMII is the United States’ national institute
on Smart Manufacturing (SM), driving cultural
and technological transformation and industrial
cybersecurity leadership as national impera-
tives. By enabling frictionless movement of
information—raw and contextualized data—
between real-time operations and the people
and systems that create value in and across
manufacturing organizations, CESMII is ensur-
ing the power of information and innovation

is at the fingertips of everyone who touches
manufacturing.

Headquartered in Los Angeles, CA, CESMII
brings more than $140 million in committed
public-private investment and more than

100 partners from leading manufacturers and
universities across 30+ states. CESMI| is accel-
erating SM adoption through the integration of
advanced sensors, data analytics, platforms and
controls to radically improve productivity, preci-
sion, performance and energy consumption.
CESMII's program and administrative home is
with the University of California, Los Angeles
(UCLA), in partnership with the U.S. Department
of Energy's Advanced Manufacturing Office.

For more information, visit the CESMII website
at: www.cesmii.org.
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The Case for Smart Manufacturing
as a U.S. Competitiveness Differentiator

To focus the dialogue and seek actionable recom-
mendations, the day was broken up into discreet, but
overlapping segments focused on different aspects
of the smart manufacturing ecosystem. Discussants
were tasked with addressing specific questions,
though not limited by the topics raised. Taken as a
whole, these segments presented a picture of the
tremendous economic potential of smart manufac-
turing dependent upon proactive and strategic
investments in education, skills enhancement,
research and technology, coupled with an updated
regulatory and cyber infrastructure that will incent
and secure a more high-value, efficient and produc-
tive manufacturing sector.

Building the Talent and Workforce
for a Digitized Future

A democratization-of-innovation viewpoint makes the
right workforce with the right skills and capabilities at
the right time a high priority. Recognizing the primacy
of this issue, the dialogue led with a discussion of
workforce focusing on the awareness, skills and
training associated with the emergence and accel-
eration of SM.

There has been, and continues to be, considerable
national discussion on talent, workforce training and
education for advanced manufacturing technologies,
including several prior Council (www.compete.org/
programs/compete-energy-manufacturing/emcp)
dialogues on issues as diverse as biosciences to
aerospace. The workforce opportunity in SM is real
and growing, and the process of manufacturing
digitalization, requires much more than a narrow
workforce trained in data technologies. For example,
CESMIl is chartered to lead SM's education and

workforce development (EWD) on a national scale,
with a focus on technology and cultural/leadership
education and on leveraging regional programs as
best practices wherever possible. The question is, are
the current approaches for upskilling the workforce
and building the workforce pipeline fast enough?

The stark magnitude of the gap between the supply
of human capital and the demand for skilled workers
is perhaps the most significant challenge facing the
manufacturing industry today. According to a study
completed by Deloitte, by 2028, 2.4 million skilled
manufacturing jobs will go unfilled in the United
States!

Several reasons for the gap between supply of and
demand for talent in the manufacturing sector have
been discussed over the years, but they remain
unaddressed and continue to exacerbate the chal-
lenge. At the micro level, digitalization, the implemen-
tation of advanced sensing and modeling for much
greater precision, automation and robotics and the
introduction of physical bots are fundamentally
shifting the skills required to work in factories. At the
macro supply chain level, skills are needed to work
closely with and across operations with higher levels
of insight, prediction and process self-awareness.
Automation is not about cutting workforce, but about
utilizing advanced technology to meet increasing
acceleration of product precision and value-add
demands. Companies and workers are beginning

to understand the depths of how technological
advancements now require a workforce with a
specific set of skills to learn an entirely new skill set,
including new expectations, approaches, structures
and methods in advanced manufacturing.

1 https://www2.deloitte.com/us/en/pages/manufacturing/articles/
future-of-manufacturing-skills-gap-study.html.



Dr. Kiran Sheth, Distinguished Engineering Associate, ExxonMobil
Research and Engineering; Dr. Jim Davis Vice Provost IT & Chief
Academic Technology Officer, UCLA; Mr. John Dyck, CEO, Clean
Energy Smart Manufacturing Innovation Institute; Dr. Gene Block,
Chancellor, UCLA; Mr. William Bates, Executive Vice President, Council
on Competitiveness; and Dr. Steven F. Ashby, Laboratory Director, Pacific
Northwest National Laboratory.

While the best path forward might be to retrain and
fundamentally reskill workers, the manufacturing
workforce is older and often lack the interest in or are
intimidated by working in these new, data- and tech-
nology-intensive roles. When it comes to younger gen-
erations, companies struggle to make a compelling
value proposition for manufacturing, because of a
persistent stigma surrounding the industry and
because they just do not have the vocabulary or
communicate the opportunities well. Millennials, who
make up 35 percent of the workforce according to a
recent study completed by the PEW Research
Center,? still tend to view manufacturing as “dumb,
dangerous and dirty,” even though the reality if far
different.

2 https://www.pewresearch.org/fact-tank/2018/04/11/millennials-larg-
est-generation-us-labor-force/.

Mr. Chad Evans, Executive Vice President, Council on Competitiveness.

To attract the younger generation, it is not sufficient
to simply articulate that manufacturing is not dumb,
dangerous and dirty, there is a need to shift the
entire public perception with new and positive vocab-
ulary that manufacturing is becoming smart, safe and
sustainable. Companies must strengthen commit-
ments to engage with students and workers early

in their studies and careers, but must equally commit
to changing a culture of a stale vocabulary.

Colleges and universities are trying to respond, in no
small measure because of increasing pressure from
policymakers, parents and students to demonstrate
the value of a college degree. Cultivating a strong,
versatile workforce remains a focus of universities
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through programs such as a five-year masters or
extension programs that fuse STEM and liberal arts
disciplines. However, there is a struggle to create
excitement among students about the manufacturing
field—particularly as other information technology (IT)
industries, e.g. gaming, social media, consumer,
entertainment within and outside Silicon Valley
continue to draw the best and brightest through
financial and lifestyle perks. As a consequence,
traditional manufacturers often find it challenging to
compete for the limited pool of computer engineers,
data scientists and IT skilled students at the gradu-
ate and post-graduate levels.

At the same time, a persistent and cultural “college
for all” mentality has led students and families to
take on high levels of debt to pursue a level of
schooling that may not be necessary for a wide
variety of manufacturing job opportunities. Coupled
with a state and federal policymaker emphasis on
STEM to the detriment of critically important liberal
arts skills such as communications, ethics and
problem solving, students are not necessarily getting
the education that best prepares them for the digi-
talized world and that meets the needs of industry.

Addressing the workforce gap will require concurrent
efforts to immediately reskill the existing workforce
and develop the longer-term pipeline. Through
partnerships with local high schools, companies can
not only begin to destigmatize and demystify the
manufacturing field, but can paint a new resonant
perspective of what manufacturing is and can be,
while simultaneously preparing students to enter the
manufacturing workforce through hands-on training
opportunities.

The Honorable Patricia Falcone, Deputy Director for Science and
Technology, Lawrence Livermore National Laboratory; Mr. Richard Heisey,
Director of Product Engineering, CNH Industrial; and Ms. Gail Johnson-
Roth, Principal Director, Enterprise Systems Engineering, Corporate Chief
Engineer’s Office, The Aerospace Corporation.

Students must have the opportunity to learn early
on about the merits of a career in manufacturing.
Students at the K-12 level can gain a fundamental
understanding of skilled labor positions within the
industry through hands-on training and internship
opportunities, but industry needs to change the
model and make clear the potential for a long-term
career path through programs such as multi-year,
part-time training. A four-year degree is not a prereq-
uisite to success. For example, with the promise of
full-time employment after completion of a relevant
two-year degree, companies can begin to build

a strong talent pipeline early on.

Two-year degree, community college and technical
training programs can also help bring returning
veterans—who are often unable to wait four years
after returning to obtain a college degree—into the
workforce. Adding in a reverse-mentoring concept,



Mr. Doug Lawson, Chief Executive Officer, ThinklQ.

through which millennials and older generations of
workers can transfer their skills and knowledge and
better engage younger workers, will help contribute
to a virtuous cycle of multi-generational knowledge-
sharing while creating a sense of purpose for millen-
nial workers.

At the high school level, there is ongoing concern
that vocational-type schools and classes aimed at
preparing students to enter the manufacturing sector
are on the decline, with students earning fewer
course credits in technical education. From 1990 to
2009, the average number of career and technical
education (CTE) credits earned by students dropped
from 4.2 to 3.6. Occupational coursework, such as
business and agriculture, dropped from 2.7 to 2.5
credits. General technical education coursework
dropped from 1.5 to 1.1 credits. Inversely, the average

number of credits students obtained in core aca-
demic subjects (i.e. English, mathematics, science
and social studies) rose between 1990 and 2009.°

The Federal Role

Developing the SM workforce requires federal
investment, as well. When it comes to public sector
investment in manufacturing, funding is typically
allocated to research and to cultivating doctorate-
level students. Unfortunately, research does not
often trickle down to the factory floor, where there
are very few Ph.D.-level employees managing opera-
tions and product lines.

There is, however, a growing number of federally
funded programs in place intended to close the
manufacturing skills gap. The National Science
Foundation (NSF) has several initiatives, including:
Advanced Technological Education (ATE), Programs
for Non-Academic Internships as Supplements to
Existing NSF Research Awards, Engineering for U.S.
All (E4USA) and Production Engineering Education
and Research.

* The ATE program educates students with the
skills necessary to succeed in high-technology
fields that drive the U.S. economy. This highly
competitive grant encourages collaboration
between employers and secondary and university
educators, giving students the transferable skills
they need to succeed once they graduate. To
allow students to make contributions outside
academia, the NSF provides supplemental funding
to qualified graduate students to explore other
sectors of the workforce.

3 https://nces.ed.gov/fastfacts/display.asp?id=43.
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* E4USA builds the foundation for an engineering
career by providing a one-year high school course
through which students and their teachers can
gain the skills to think and practice engineering
and design principles. E4USA allows students
to gain the competencies needed to excel in an
engineering field, while simultaneously gaining
college credit.

* A specific example of a public-private partnership
to build the future workforce in the manufacturing
sector is the work of the NSF and The Boeing
Company to spearhead a new initiative aimed at
accelerating training in critical skills necessary
for the advanced manufacturing and engineering

workforce. The program will better-prepare those
in the U.S. STEM workforce to excel in their fields
through the design, development, implementation
and analysis of online courses in model-based
engineering, model-based systems engineering,
mechatronics, robotics, data science and sensor
analytics, program management, and artificial
intelligence.

In sum, talent continues to be the No. 1 challenge
facing the manufacturing industry today. Yet, at the
same time, the United States is on the precipice of
incredible opportunity, if industry and academia can
come together to systemically address this chal-
lenge. By combatting some of the perception issues

Deloitte and the Manufacturing Institute Skills Gap and Future of Work Study

According to a study completed by Deloitte and
the Manufacturing Institute in 2018, the skills gap
may leave an estimated 2.4 positions unfilled
between 2018 and 2028. On average, these jobs
take roughly 100 days to fill, a 30-day increase
from 2015. The talent shortage appears to be
intensified by two factors. The first is that the
United States is seeing one of the longest periods
of economic expansion in history, with the manu-
facturing industry playing a major role. The second
is a demographic challenge, as 4.6 million manu-
facturing jobs are expected to open—from both
retirement and from natural growth—while only 2.2
million are likely to be filled. These jobs will remain
unfilled as required skill sets shift due to the
introduction of advanced technologies, mispercep-
tions of manufacturing jobs and the retirement of
the Baby Boomers. The skills shortage alone has
the potential to put over $454 million in United

States manufacturing GDP at risk, significantly
impacting the U.S. economy. With this persistent
skills shortage, the U.S. is at risk of losing over
$2.5 trillion in economic output in the next decade.
The search for skilled talent continues to be the
number one driver of U.S. competitiveness, and
over 89 percent of U.S. executives agree that
there is a talent shortage in the manufacturing
sector. The study identified a number of strategic
approaches manufactures could take to influence
a more positive employment future, including:
public-private partnerships, bolstering apprentice-
ship programs, developing in-house training and
taking advantage of the emerging workforce
ecosystem.*

4 2018 Deloitte and The Manufacturing Institute skills gap and future of
work study. https://documents.deloitte.com/insights/2018Deloitte Ski
llsGapFoWManufacturing.



facing the manufacturing sector and cultivating the
talent pipeline in the earliest stages of education,
industry and academia can work together to ensure
the current 2.4 million manufacturing jobs projected
to go unfilled represent an opportunity rather than
a crisis.

Smart Manufacturing Challenges
and Best Practices

Catalytic innovation throughout all of manufacturing
provides the foundation for smart manufacturing

in the United States. Catalytic innovation in the SM
sense refers to creating data and modeling applica-
tions that improve operational productivity, precision
and performance throughout the supply chain with
new insights, automation, control, optimization, moni-
toring, diagnosis, prediction and self-analyzed asset
and process health. Application innovation is spurred
by new infrastructure technologies that are disrupt-
ing the sector, but results in an intertwining of legacy
and new systems and significant pressure on how
vendors generate value. Some of the most disruptive
technologies are:

* Cloud: Cloud-based systems are globally
available and have nearly unlimited compute
resources. Data can be accessed remotely and
without capital expenditures, making it ideal for
small to medium-sized firms. Cloud provides
unprecedented opportunity to aggregate
and harness the value of data, if data can be
secured and |P protected. However, the current
proliferation of vendor and product specific cloud
platforms is trapping data and adding complexity.

¢ Internet of Things (IoT): IoT is about increased

networked sensing and devices providing data
and operational opportunity wherever the data are
needed. Cloud provides the means to aggregate,
manage and harnesses signals from sensors and
devices. The benefits of networked sensors and
actuators is becoming evident, but the challenges
are significantly increased by the proliferation of
connected devices combined with the increased
need for trusted data that is not under direct
control.

Edge: Edge allows the user local flexibility

and manageability of local data, management,
contextualization and computation, providing a
layer of capability between the factory operation
and the cloud. Internal loT device data can

be processed, and external loT data can be
managed with edge computing, formerly known
as embedded development. Edge capability has
allowed for intelligence to be offloaded from the
cloud to loT devices. By doing so, workloads can
be accessed on mobile devices or through central
data centers.

Artificial Intelligence (Al): Al addresses
actionable knowledge and insights in the form

of algorithms that can be strengthened with
contextualized data, and the use of contextualized
data to validate and update other forms of models.
There are breakthrough capabilities with the ability
to aggregate and process large quantities of data
with edge/cloud capabilities. The challenge is that
the data needs to be carefully contextualized and
the models need to be carefully maintained. It is
easy to build a model, but it is difficult to build and
maintain a model with operational understanding,
validation and verification.
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» 5G and Connectivity: 5G, with its high
bandwidth and high connection density, allows
users to increase network device, sensor and
instrumentation local density and splice them
together for high regional densities, running
multiple workloads on distributed parts of the
network. 5G is expected to proliferate data and
actuator capability, but also to amplify the data
and modeling challenges above. Edge is turbo-
charged by bG.

These catalytic digital capabilities connect and
enable unprecedented sources and amounts of data
for use in a digital feedback loop at the scale of
supply chains, connecting businesses to their opera-
tions, materials, products, customers and employees.
The digital loop captures data from different key
contributors—operations, suppliers, integrators,
vendors, materials, employees, products and custom-
ers—and then allows it to be connected, synthesized,
and modeled for productivity, precision, performance,
consumer impact, customer relations, safety and
environmental impact. Building digital insights and
feedback is not a one-time activity—it is a journey of
continuous improvement. Companies that can syn-
thesize this information and connect these insights
are growing in comparison to those that cannot.
However, an ongoing challenge is the wide gulf in
resources available to small and medium-sized firms
relative to large global corporations.

While these catalytic innovations offer huge new
data capabilities and the potential of significantly
increased competitiveness and economic growth
combined with better use of resources, they pose
a unique set of challenges for the manufacturing

industry. There is hesitancy regarding the sharing of
operational data and IP across supply chains, despite
clear efficiency and other benefits. Enterprise shar-
ing must be based on a partnership requiring agree-
ments by the business and the operations
management. There is a huge gap in enabling or
even acknowledging innovation external to a manu-
facturer or vendor. Data and testing are critical.

Collecting data is easy. Contextualizing data is
difficult. Applications can be solution silos that act
as red tape, slowing down or blocking the discovery
process with data. Businesses invariably must navi-
gate multiple ways of connecting and collecting data,
different kinds of data sets and the data models
needed to gain insight into the problems and solu-
tions of interest. As data is distributed, there are
questions about who owns the data, who manages
the data and whether it can be trusted. Security,
brownfield equipment, gaps in IT and OT capabilities
and their collective contributions to impeding interop-
erability are also challenges facing the manufactur-
ing industry. Another of CESMII's areas of focus is
leading the effort to drive a defacto industry stan-
dard for the collection, ingestion, contextualization
and orchestration of data from real-time manufactur-
ing systems, with significant emphasis on better
ways to achieve interoperability. Interoperability and
consistent infrastructure are essential to the democ-
ratization of SM, which also requires dramatically
reducing the cost and complexity of these systems.

When it comes to digital and data security, the U.S.
manufacturing sector has largely moved beyond the
notion that data in the cloud is not secure. However,
manufacturers, especially small and medium-sized



Blhler + Microsoft

Through a partnership with Microsoft, Buhler is
combining advanced data analysis with machine
learning to tackle key problems in the global food
chain. Keeping highly carcinogenic toxins out of
grain is a key concern for growers, harvesters and
processors. Using cloud-based data analysis cou-
pled with UV lighting technology, Biihler enabled
technology to detect contamination in the grain.

Common grain carcinogens affect roughly 2 in
every 10,000 grains. An inherent difficulty in
detecting these contaminated grains poses signifi-
cant health risks in countries without strict food
regulation and economic risks in heavily regulated
countries. By combining 70 years of grain sorting
expertise with Microsoft’s cloud, data analytic
software and advances in camera and UV lighting
technology, Bihler produced LumoVision. By
taking pictures of individual kernels, they are able
to remove the contaminated grain, ensuring it is
safe for food and feed.

Through an exploratory analysis of the hyperspec-
tral data in Azure Machine Learning Studio, the
most optical parameters and wavelengths for
classifying contaminated grain were established.

manufacturers (SMMs) often do not have the know-
how or financial means to create a secure, reliable
networks for facilities. Brownfield equipment and the
legacy data and software management capabilities
pose security challenges for all manufacturers, but
especially SMMs. As manufacturers install new equip-

These insights enabled the Buhler team to
develop an effective and cost-effective camera
with high-throughput grain sorting, capable of
detecting the carcinogenic toxins in the grain.
Once these grains are detected, they are removed
with high precision air injectors, allowing the rest
of the grain to be sold. The technology has the
capability to sort more than 15 tons of grain an
hour, equivalent to an entire truck load of maize.

In addition to their dedication to keeping highly
carcinogenic toxins out of grain, Blhler is taking
steps to ensure transparency throughout the food
value chain. Using technology such as Block
Chain, companies can track quality and location,
ensuring transparency for their customers, who
can gain early intelligence in the event of a food
safety outbreak. Through this technology, compa-
nies will be able to locate the cause of the con-
tamination and will be able to prevent iliness, lost
food production and damaged brand reputation.

ment and software—often in a piecemeal fashion—
and integrate it with older equipment, interoperability,
network stability and security become serious risks.
SMMs, which have potentially the most to gain with
SM, face some of the largest obstacles, even for
relatively small steps into digitalization.



1 4 Council on Competitiveness Smart Manufacturing

While the arguments are strong for SM, the eco-
nomics to deploy these technologies requires
different considerations about capital and service
investments that are still not fully appreciated or
even understood. Questions remain about how
manufacturers account for and address variable
costs for cloud services in which access and trans-
actions carry charges. For example, will current
variable cost accounting drive the industry in the
best direction, or will it prohibit access to the data
that companies are working so hard to gather and
curate? What is certain, however, is that the greatest
value that can be extracted from loT and machine
learning comes from addressing solvable problems.
If used effectively, these technologies will allow
industries to find significant economic value by
removing supply chain inefficiencies, operating
more effectively and securing their data.

One important path toward addressing concerns with
interoperability and collaboration is to utilize consor-
tia that already exist to help drive standardization.
Even so, these agenda-based approaches often
move far too slowly relative to the pace of digitaliza-
tion. There is a need to accelerate on the basis on
value, proceed to accept and expose multiple meth-
ods, and let the market value drive toward what is
standardized and what is not. This is not a winner-
take-all situation, but instead a place for partner-
ships—partnerships that can transform the entire
global manufacturing supply chain.

At the end of the day, an Open Manufacturing Plat-

form is needed to create industry standard schemas
(defacto standards) to enable data sharing between
all the vendors participating in SM. Standards devel-
opment approaches do not achieve necessary goals.
There are huge advances in optimization to be made
in the manufacturing process in the United States.

ks

Dr. Mark Johnson, Director, Center for Advanced Manufacturing, Clemson
University; and Mr. Glen Lewis, Principal & Operations, Energy & Supply
Chain Management Advisor, Glen Lewis Group, LLC and University of
California Davis.

As competitors such as China and Europe invest in
this space, the United States must move much more
quickly to take advantage of these opportunities
before it finds itself falling behind these and other
rising global leaders in the SM space.

Further Aligning Interests
and Opportunities

Open platforms, trusted data exchange and shared
infrastructure are critical to business collaboration,
operational interoperability and the democratization
of capability and innovation with and across small,
medium-sized and large companies. There is a
critical need for a platform that provides key shared
digital, data and software infrastructure that scales
nationally and globally. The value of such an open
platform derives from the collaboration, interoperabil-
ity and democratization it facilitates, but depends on
significant shifts in long-held mindsets about market-



Dr. Steven F. Ashby, Laboratory Director, Pacific Northwest National
Laboratory; Mr. Chad Evans, Executive Vice President, Council on
Competitiveness; and Mr. John Chisholm, CEO, Chisholm Ventures.

drivers, infrastructure value, isolationism with data
and intellectual property, siloed operations and the
risk/value in collaboration involving business
exchange of information.

From a technical standpoint, an “open platform” is far
from an established term and still means many
things to many people. Vendors, practitioners, inte-
grators, university researchers and government
personnel all emphasize openness differently,
because business interests and agendas vary dra-
matically. From the point of view of democratization,
however, openness needs to include access for all
to technologies, data and tools for operational and
development use, while at the same time individual
data and IP are appropriately protected, yet can be
selectively used by business or service level agree-
ments. Operational use needs to be defined in terms
of agreed upon readiness and with agreed upon
service levels. Additionally, an open platform as
shared infrastructure has a significant capability with

aggregating data across products, manufacturers,
uses, etc. Aggregated data can be valuable as a
shared resource, but problematic because of indi-
vidual sources. What data are collected, in what form
and how it is used require governance and significant
attention to security, privacy and protection of intel-
lectual property. There needs

to be a very high degree of trust, security and gover-
nance for an open platform of this nature to be used,
even if the arguments for usefulness are very strong.

In today’s environment, the sensitive nature of build-
ing trust and credibility relative to risk with an open
platform leads to slow, incremental progress. Yet, to
remain competitive, the United States must acceler-
ate the rate and efficiency of operational data,
modeling and control innovation across the economy.
At present, the pace at which new data and modeling
operational innovations from research and academic
institutions, and other companies—vendors and
manufacturers alike—are implemented has remained
exceptionally slow and exceptionally slanted in favor
of large manufacturers that have the resources.

While the long-term value of the market to drive
change is recognized, the question is whether mar-
ket-driven change is fast enough relative to the pace
necessary to sustain competitiveness. With federal
funding allocated to research flat, increasing the
development and deployment of new products by
democratizing the capability for innovation is of great
interest to policymakers and other stakeholders.

Public-private partnerships offer the best structure for
addressing challenges and accelerating the pace of
innovation, which largely depend on collaboration, trust
and governance, because no single entity can take

on an overall role for industry. By advocating for open
platforms as defined—the technological wherewithal
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to use data and models extensively, and the access

to tools, methods and practices that support win-win
business collaborations—public private partnerships
can build capability, share risk, build critical mass and
facilitate governance for a shift toward open plat-
forms held together by practical standards. Open
platforms must be part of the solution, or democrati-
zation fails. Yet, just funding partnerships with federal
dollars alone is not a long-term solution.

CESMII has demonstrated that access to contextual-
ized plant information is a decades-old problem still
plaguing manufacturing. The massive amount of raw
data collected is overwhelming to most companies.
Without good, validated and contextualized data,
manufacturing will lack the fuel to drive the vision of a
digital (and more competitive) enterprise. Additionally,
technological developments that include cloud com-
puting that can dramatically facilitate ways to do data
exchange offer T pathways to accelerate innovation.
Nevertheless, organizational and cultural change
remain challenging. Changing the mindsets and the
ways systems are architected continues to be a
barrier for building repeatable and reusable solutions
that are not locked into a specific platform. Building
models that support many applications in order to
avoid fragmentation must be part of the solution.

Cultural complexities, the complexity of systems and
global complexity all present additional challenges to
interoperability and business collaboration. The global
nature and opportunity of the manufacturing sector
means that isolationism and siloing will eventually
result in economic loss as other companies and
countries move forward. Silos within organizations
make it difficult to work toward a common goal. The
tendency of organizations is to take information
offline, which is the opposite of what needs to happen.

Dr. Todd Steyer, Sr. Manager, Materials & Manufacturing Technology, The
Boeing Company; Dr. Suresh Sunderrajan, Interim Associate Laboratory
Director, Argonne National Laboratory; and Mr. Gregg Profozich, Director,
Advanced Manufacturing Technologies, CMTC.

The challenges with the market, cost, time, risk and
resource intensive innovation have roots in generat-
ing reusable contextualized data, the lack of wide-
spread industry access to capability and the
increasing complexity with loT and cloud. These all
combine to make change difficult, slow and risky.
Deployment of information systems, the key to taking
advantage of the innovations with loT, extensive use
of data, modeling, machine learning, Al and other
transformation technologies, is moving way too slow.
There remain large challenges with the inability to
build on applications and systems engineering efforts
and make them reusable, scalable and shareable.

Current approaches are not working and certainly
not fast enough. There needs to be an alternative
that can be truly driven by the market that moves at
the speed of business. Manufacturers, the public
sector and academia must all be engaged, and
democratization should be a driving principle since it
is fundamentally about access—to data, technology
and the ability and capability to innovate.



One example of a public sector effort to
advance America’s innovation enterprise is
ICORE, a program headed by the National
Science Foundation. ICORE provides training
and education for those who want to start a
company. Through a seven-week boot camp,
participants can interview potential customers
to see if there is a market for their product. If
nobody buys in, they can return to the lab with
a new perspective. Through this program,
researchers who are interested in starting their
own company have an opportunity to lower risks
and are thus more willing to take larger risks.
Programs like these must be made more scal-
able and accessible—and transcend agency
boundaries—for the nation to capitalize on the
democratization of innovation.

Strategic Investments in Smart
Manufacturing

The United States must make the necessary invest-
ments to raise the domestic potential of and counter
global competition in SM. The United States relies
heavily on market forces when it comes to making
federal investment decisions. This differentiates the
nation from many of its competitors, creating both
opportunities and challenges related to sustainability
and necessitating public-private partnerships. While
one analog are the federally funded Fraunhofer
Institutes in Germany, it is not clear that the model
Germany is pursuing is the right model for the
United States.

When looking at innovation infrastructures across
the globe, the Fraunhofer Society—a German
research organization with 72 institutes spread

throughout Germany, each focusing on different
fields of applied science—is a relevant example.
About 30 percent of the funding for the Fraunhofer
institutes comes from the government, with the rest
generated through both private and public sector
contracts. Other countries are investing federal
dollars in greater amounts and in more directed
ways. Clearly there are benefits to stable, predicable
public funding to overcome short-term sustainability
concerns, but relying too much on public funding and
not focusing on scalable, market-driven solutions

is a detriment.

Beyond the traditional federal role as the prime
funder of basic scientific research, recent invest-
ments in large public-private manufacturing hubs,
known as the Manufacturing USA institutes, have
been the signature federal initiative in the manufac-
turing space. When it comes to cross-sector collabo-
ration, those companies that are aware of the
Manufacturing USA institutes look to them as exam-
ples of the type of public-private partnerships that
provide several distinct functionalities: collaboration
with partners from academia and industry; the ability
to come together in a public forum that does not
cross through anti-trust constraints; the neutrality
and openness to address non-proprietary, pre-com-
petitive challenges; and a place to manage propri-
etary consideration with neutral infrastructure. Yet,
the pace at which the institutes are progressing on
activities vis-a-vis public sector solutions remains a
challenge, as does substantive collaboration among
the institutes and their sustainability as fixed-term
funded institutes. There is no question that CESMII
and other institutes have a tremendous opportunity
to drive value if properly supported for the amount
of time.
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When it comes to the individual sustainability of the
Manufacturing USA institutes past their federally
funded life expectancy, it is important to consider
each Institute’s unique value to America’s manufactur-
ing enterprise and whether the value add is sufficient
to drive the corporate funding needed to sustain it.
The National Academy of Sciences, think tanks and
other organizations have all published reports on the
challenges related to the sustainability of the funding.
However, if funded and sustained for a enough time
to have impact, these institutes can successfully focus
on the mid- to long-term developments and the
infrastructure development that are so difficult, if not
impossible, for manufactures to do alone.

One example of a working model is the Common-
wealth of Massachusetts, which is linking state
funding with the Manufacturing USA institutes to
foster development in geographical areas where
manufacturing used to thrive. This kind of partner-
ship more strongly emphasizes economic develop-
ment and the desire to spark innovation and
collaboration. Similarly, a 2017 study completed by
Deloitte noted that Manufacturing USA has success-
fully created public-private partnerships that bring
together members of academia, industry and govern-
ment.® It can be argued that the Manufacturing USA
institutes, such as CESMII, are addressing a signifi-
cant market failure in the United States and, as a
result, the public sector should maintain support for
the institutes—in partnership with state-level and
private sector partners—to ensure America’s innova-
tion ecosystem can accelerate and thrive.

5 https://www2.deloitte.com/content/dam/Deloitte/us/Documents/
manufacturing/us-mfg-manufacturing-USA-program-and-process.pdf.

= Jimmy Asher

Mr. Jim Watson, CEQ, California Manufacturing Technology Consulting,
Inc.; Ms. Laurie ten Hope, Deputy Director, R&D Division, California Energy
Commission; and Mr. Jimmy Asher, Senior Manager, Supply Chain and
Network Operations Practice, Deloitte Consulting LLP.

While current nonfederal funding matches federal
funding at a 2-1 ratio, exceeding the original 1-1 goal
and demonstrating the value of the network to indus-
try, academia and the states,® federal and private
sector funding will need to extend further to ensure
the sustainability of the institutes. However, the
president’s budget continues to question the value
of the Manufacturing USA institutes and to propose
cutting the funding for these programs by as much
as 70 percent, signaling that federal support for these
programs may be waning.

6 https://www.nist.gov/fy-2019-presidential-budget-request-summary/
industrial-technology-services/manufacturing-usa.



Mr. Sam George, Corporate Vice President of Azure loT, Microsoft.

Looking to the future, it is not a question of how
valuable public-private partnerships are to U.S.
manufacturing and overall competitiveness, but
specifically:

1. Are the institutes addressing those aspects of
manufacturing competitiveness that no one company
can address:

2. Are they as effective as they can be with a busi-
ness model framework in which each institute has its
own membership model, its own operating model; and

3. Do the bureaucracy management requirements
sufficiently outweigh the investment and time to
effort to deal with institute operations?

Smart (and Secure) Manufacturing

The economic advantages of the internet, increasing
functionality of commodity networking and informa-
tion technology and the diversification of supply
chains that include many small businesses has led
to new cybersecurity risks that now affect the safety
and availability of the services provided by critical
infrastructures. These risks have been well docu-
mented by the Council’'s work in this space and by
the work of MForesight,” which included significant
SM involvement.

Digitalization, loT, Al/modeling and interoperability—
all of which carry the promise and potential to trans-
form the manufacturing sector—also increase
vulnerability to sophisticated cyber-attacks. In order
to combat this threat, the United States must pro-
ceed thoughtfully when it comes to implementing
SM technologies—not just across industry, but across
academia, the military, the electric grid and all the
nation’s interconnected systems. The military, which
increasingly relies on the nation’s technological supe-
riority to maintain its military superiority, faces cyber
threats to some of the most sophisticated weapons
platforms. And the threat to the electric grid has
been laid bare in places such Ukraine, with sobering
consequences several winters in a row.

The Stuxnet attack in 2010 exemplifies the potential
severity of a cyber-attack. With only 500 kilobytes
of code (the size of a small JPEG photo), nearly
1,000 of Iran’s uranium-enriching centrifuges were
impacted by infecting Siemens software. This attack
set the Iranian Nuclear Weapons Program back
significantly. Similar programmable logic controllers

7 MForesight: Alliance for Manufacturing Foresight is an independent,
nonprofit, expert-driven organization focused on the future of technology,
policy and the workforce.
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(PLCs) in centrifuges are used in most industrial
equipment, and it would take just a thumb drive to
cause a similar attack on U.S. manufacturing capabil-
ity. As a result, the United States must consider
cybersecurity through a proactive lens rather than
solely in response to cyber sabotage.

In February, the U.S. Department of Energy Office
of Energy Efficiency and Renewable Energy (EERE)
announced the intent to fund a new manufacturing
institute, the Cybersecurity Institute for Energy
Efficient Manufacturing. The institute is intended to
ensure all U.S. energy technologies across the board
are best equipped to handle cyber threats. By
engaging academia, industry, government and
national labs, the institute will aim to:

* Understand the evolving cybersecurity threat
to greater energy efficiency in manufacturing
industries:

* Develop new cybersecurity technologies and
methods; and

 Share the information and expertise with the
broader community of U.S. manufacturers.

Michelle Pastel

Goming G

Dr. Luke Monck, Senior Manager, Industrial Products and Construction
Practice, Deloitte Consulting LLP; and Ms. Michelle Pastel, Manager of
Technology and Engineering Development, Corning Glass.

While cybersecurity is largely considered a necessity,
it comes at a price. To motivate companies to take
the steps necessary to combat a cyber-attack, they
must first understand the value of their data. To small
and medium-sized firms, cybersecurity remains a
huge challenge. These firms have problems with their
internal infrastructure and skills sets, and thus are
struggling to create secure cyber networks. Smaller
firms are often running to keep up with current
technology trends. Paying for a secure cyber infra-
structure continues to be a challenge, as the money
is often not currently in corporate budgets. Because
of this, these smaller firms are waiting until there is a
cyber-attack to build up their cyber infrastructure—
otherwise, it is often viewed as not worth the cost to
them until it is too late. Ultimately, cybersecurity
requires a proactive approach, given the potential
impacts of a cyber-attack on business, national secu-
rity, economic security and livelihoods.



An Agenda to Drive Action
on U.S. Smart Manufacturing

The Private Sector Should:

1.

Explore partnerships between companies and
K-12 schools to help demystify and destigmatize
the manufacturing field. Internships, hands-

on training and pathways to careers are all
important steps that can be taken to better
prepare students and meet companies’ future
employment needs.

Encourage reverse mentoring arrangements
to engage millennials with older generation
workers to create a virtuous cycle of multi-
generational knowledge transfer and greater
sense of purpose for both new and “near
retirement” workers.

Seek to strengthen lifetime linkages to college
and university graduates, enabling easier access
to lifelong learning opportunities and mid-career
upskilling.

Proactively work to break down data and solution
silos internally to enable data analytics to identify
resource, talent and production efficiencies.

Encourage partnerships, consortia and general
interoperability through agreed upon standards
to allow vendors and other stakeholders in the
SM ecosystem to be able to collaborate and
communicate.

Encourage greater uptake and use of
cybersecurity standards to ensure the stability
and security of SM.

The Government (Federal, State
and Local) Should:

1.

¢4}

Integrate more technical training into K-12
curricula, including encouraging more
engineering credits.

Reduce state and local barriers to allow industry
practitioners in the classroom to help inspire the
next generation of SM workers.

Increase funding for research across all federal
agencies at a consistent and predictable growth
rate, with a goal of 1 percent of GDP.

Develop a mechanism for long-term sustainable
funding for the Manufacturing USA institutes.

Build on existing efforts to incentivize technology
transfer and partnerships between national
laboratories, universities and businesses by
streamlining IP agreements and making industry
collaboration part of promotion and tenure
decisions.

Create a federal verification system for
crowdsourced data to enhance the validity and
usefulness of knowledge databases across
sectors.

Sustain funding for the Manufacturing Extension
Partnership® network and expand resources
available for cybersecurity tools and training

for small and medium-sized businesses.

Expand existing programs to additional states

to provide veterans with access to manufacturing
and cybersecurity training opportunities and
resources to re-enter the workforce.

Manufacturing Extension Partnership (MEP) is a public-private partner-

ship with centers in all 50 states and Puerto Rico dedicated to serving
small and medium-sized manufacturers.
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APPENDIX A

Dialogue Agenda

MORNING
8:30 Registration and Light Breakfast

9:00 Welcome and Opening Remarks

Gene Block
Chancellor
UCLA

William Bates
Executive Vice President
Council on Competitiveness

9:15 The Council and the Goals
of Today’s Dialogue

The United States is facing a promising frontier
with Smart Manufacturing (SM), shaped by the
opportunity of digitalization, the emergence of
advanced operation and information technologies
and the resulting generational re-emergence of
advanced and highly productive manufacturing
capacity on U.S. soil. This dialogue will focus on

the democratization of SM as a practical necessity
for the future of U.S. manufacturing—the result of
demand for higher precision, higher value products
and the faster, cheaper, safer and far better use

of materials and energy with less environmental
impact. Realization of the considerable economic,
investment and market growth opportunity created
by supply chain productivity, process precision and
manufacturing performance with radically expanded
application of data, information and modeling will be
a key driver of U.S. competitiveness.

William Bates
Executive Vice President
Council on Competitiveness

Chad Evans
Executive Vice President
Council on Competitiveness

Jim Davis

Vice Provost IT & Chief Academic Technology
Officer, Principal Investigator CESMII

UCLA



9:30 Building the Talent and Workforce
for the Future

There has been, and continues to be, considerable
national discussion on talent, workforce training and
education for advanced manufacturing technologies.
SM, and the process of manufacturing digitalization,
requires much more than a workforce trained in data
technologies. There is a growing need—and ability—to
build and tap into a new culture of data consumers
and data innovators and entrepreneurs. There is also a
need to capitalize on an evolving culture of public and
private partnerships to address complex, grand chal-
lenge level problems. Innovation, solutions and security
can be spurred by an army of people with levels of
expertise and proficiency in data partnerships and
innovation and who know how to tap into and put into
action an infinite array of possibilities created through
access and exchange of data.

Key Questions

* |s there a need to rethink workforce training and
education as part of a cultural shift to a data,
innovation and partnership-driven economy?

* How can industry and academia work together
to build and tap into this new cohort of data
consumers but also data innovators and
entrepreneurs?

Lead Discussants

Gene Block
Chancellor
UCLA

Jimmy Asher

Senior Manager, Supply Chain and Network
Operations Practice

Deloitte Consulting LLP

Luke Monck

Senior Manager, Industrial Products and
Construction Practice

Deloitte Consulting LLP

10:30 Networking Break

10:45 Challenges and Best Practices

There is much discussion that U.S. manufacturing
needs to spur democratization of technology,
knowledge, and innovation. This is particularly acute
for SM, where success depends on extensively
scaled data exchange and interoperability
agreements and partnerships. Democratization can
occur through shared infrastructure that facilitates
openness and interoperability in manufacturing

and reduces the complexity of data and

information use. What are today's SM digitalization
transformation challenges and best practices for U.S.
manufacturing?

Key Questions

* What is the SM scorecard today? What is working
and what the roadblocks standing in the way of
transformation?

* What are some examples of replicable
transformation best practices in manufacturing?

Lead Discussant

Sam George
Corporate Vice President of Azure loT
Microsoft
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11:45 The National Commission on Innovation
and Competitiveness Frontiers

In 2019, the Council launched a new initiative, the
National Commission on Innovation and Competi-
tiveness Frontiers (Commission). The Exploring the
Future of Production, Sustainable Consumption and
Work Working Group of the Commission aims to
map out the forces driving innovation and motivations
shaping the future economy.

Chad Evans
Executive Vice President
Council on Competitiveness

AFTERNOON
12:00 Lunch

12:30 Guest Presentation

John Dyck
CEO
CESMII, the Smart Manufacturing Institute

1:00 Aligning Interests and Opportunities

Openness, “open” platforms, interoperability, and
shared infrastructure are not at all straightforward. For
example, vendor, practitioner, integrator, university and
government “business” interests can vary dramatically.
Aligning interests and opportunities across multiple
stakeholders is essential to the competitiveness of the
manufacturing sector in the United States.

Key Questions

* What do industry executives, federal and state
governments, and university leaders need to know
today about SM?

* How can policymakers and users ensure that
digitalization and democratization do not outpace
security in the form of cyber threats from state
and unaffiliated actors?

* How are the voices of small, medium and large
practitioners, providers, integrators, universities
and government aligned to address risk and
opportunity?

Lead Discussants

Michelle Pastel

Manager of Technology and Engineering
Development

Corning Glass

Doug Lawson
CEO
ThinklQ



2:00 U.S. Private and Public Investment
in Enabling Smart Manufacturing

The United States places a high reliance on market
forces relative to government policy and investment
compared to other countries for both initial change
and sustainability. Are U.S. manufacturing industry,
the Manufacturing USA institutes, the national labs,
agency research and development programs, and
state programs adequately prioritizing these to keep
pace with consumer and global market demand and
technology, investment and innovation around the
globe? Does the United States have the right balance
to achieve SM at a good pace and sustain it?

Key Questions

* Is the U.S. adequately prioritizing policy and
investment to keep pace with consumer and global
market demand that SM and related advanced
digital technology, investment, and innovation
around the globe?

* What is the balance between market forces and
investment for manufacturing cybersecurity?

* Is the U.S. manufacturing base on track to
compete in the global marketplace when it comes
to digital technology?

Lead Discussants

Mark Johnson

Director, Center Advanced Manufacturing, Clemson
& Former Director, DOE Advanced Manufacturing
Office

Kiran Sheth
Distinguished Engineering Associate
ExxonMobil Research & Engineering

3:00 Smart Manufacturing and a National
Agenda for Cybersecurity

Specialized, closed-circuit cyber-physical systems
have been in place in large industrial and
manufacturing facilities for years. However, the
economic advantages of the internet, increasing
functionality of commodity networking and
information technology, and the diversification of
supply chains that include many small businesses
has led to new cybersecurity risks that now affect
the safety and availability of the services provided by
critical infrastructures.

Steven F. Ashby
Laboratory Director
Pacific Northwest National Laboratory

3:15 Smart Manufacturing and the Larger
Council Agenda

The SM discussion will inform the work of the
Commission, and the Production, Consumption and
Work working group as it looks to prepare the United
States for the coming, and constantly evolving,

shifts in how Americans create, use and otherwise
contribute to society.

William Bates
Executive Vice President and Chief of Staff
Council on Competitiveness

3:45 Closing Remarks from UCLA and the
Council on Competitiveness
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About the Council on Competitiveness

For more than three decades, the Council on Com- Council on Competitiveness

petitiveness (Council) has championed a competi- 900 17th Street, NW

tiveness agenda for the United States to attract Suite 700

investment and talent, and spur the commercializa- ~ Washington, D.C. 20006

tion of new ideas. +1 (202) 682-4292
Compete.org

While the players may have changed since its found-
ing in 1986, the mission remains as vital as ever—
to enhance U.S. productivity and raise the standard
of living for all Americans.

The members of the Council—CEOs, university presi-
dents, labor leaders and national lab directors—rep-
resent a powerful, nonpartisan voice that sets aside
politics and seeks results. By providing real-world
perspective to Washington policymakers, the Coun-
cil's private sector network makes an impact

on decision-making across a broad spectrum of
issues from the cutting-edge of science and technol-
ogy, to the democratization of innovation, to the shift
from energy weakness to strength that supports the
growing renaissance in U.S. manufacturing.

The Council’s leadership group firmly believes that
with the right policies, the strengths and potential

of the U.S. economy far outweigh the current chal-
lenges the nation faces on the path to higher growth
and greater opportunity for all Americans.
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