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Three years ago, the Council on Competitiveness 
(Council) launched the Energy and Manufacturing 
Competitiveness Partnership (EMCP) to better 
understand the policy implications of the tectonic 
shifts taking place in the energy and manufacturing 
sectors. The EMCP conducted six sector studies  
on the topics of: water and manufacturing; advanced 
materials; bioscience; agricultural and consumer 
water use; energy and aerospace. 

These dialogues were designed to elicit common 
themes, findings and recommendations across the 
various sectors. Coming to the forefront very early  
on was the realization that the proliferation of data 
and increased connectedness of products and 
services was creating a new set of challenges and 
opportunities around securing information from  
the threat of cyber-attacks.

Cybersecurity is crucial to economic and national 
security and national competitiveness. And cyber 
threats to America’s critical infrastructure are daunt-
ing. In its quadrennial Global Trends analysis, the 
National Intelligence Council warns that protecting 
critical infrastructure from cyber-attacks, including 
private sector networks and infrastructure such as 
crucial energy systems, will become an increasingly 
important national security challenge.

Securing energy infrastructure, in particular, from 
cyber threats is fundamental to U.S. economic and 
homeland security because of its crucial intersection 
with other critical infrastructures—from power and 
manufacturing to transportation and healthcare— 
that rely on energy to operate. In short, the United 
States needs new models for valuation of cyberse-
curity, including a commitment that resilience be 

Letter from the Co-Chairs

baked into the DNA of organizations with robust 
processes, secure and responsive systems, and 
well-trained people.

Secure: Ensuring Resilience & Prosperity in a Digital 
Economy encapsulates the collective wisdom of more 
than 150 experts in the cyber field representing 
industry, academia, labor, national laboratories and 
government, and puts forth a national agenda for 
cybersecurity that, if enacted, would strengthen  
U.S. capabilities in this critical area. We look forward 
to working with all stakeholders to better prepare for, 
prevent and respond to cyber threats, and to ensure 
greater U.S. national and economic security.

Sincerely,

Deborah L. Wince-Smith
President & CEO
Council on Competitiveness

 
Steven Ashby
Director
Pacific Northwest National Laboratory

George Fischer
Senior Vice President & Group President
Verizon Enterprise Solutions

Farnam Jahanian
President
Carnegie Mellon University
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The interconnectedness and 
openness made possible by the 
Internet and the broader digital 
ecosystem create unparalleled 
value for society. The architects  
of the Internet could not know, 
however, that it would reach the 
breadth and scope seen today. 

In 2018, the U.S. Department of Homeland Security 
(DHS) declared that cyber weapons and sophis-
ticated hacking pose a greater threat to the United 
States than the risk of physical attacks. With the U.S. 
economy losing between $57 billion and $109 billion 
per year to malicious cyber activity,1 it is clear that  
in order to remain secure and competitive, the United 
States needs a comprehensive national policy agenda 
in the cybersecurity space.

In recognition of the growing importance of cyberse-
curity to America’s economic and national security, 
the Council on Competitiveness in 2018 launched  
a three-dialogue series on increasing the resilience 
of the nation’s critical infrastructure, intellectual 
property and industrial operations against cyber-
attack. The series, co-chaired by Dr. Steven Ashby, 
director of Pacific Northwest National Laboratory,  
Mr. George Fischer, senior vice president and group 
president of Verizon Enterprise Solutions, and  
Dr. Farnam Jahanian, president of Carnegie Mellon 
University, focused on the security and economic 

1	 The Cost of Malicious Cyber Activity to the U.S. Economy, The Council 
of Economic Advisors, February 2018.
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challenges posed by the increasing cyber threat and 
sought to identify mechanisms for building resilience 
in the new battlefield of digital warfare.

The cybersecurity initiative engaged more than  
150 experts and consisted of three dialogues,  
each of which sought to identify the challenges  
and opportunities in distinct sectors of the econ-
omy. The first dialogue, hosted by Verizon in New 
Jersey in February 2018, examined the role of the 
private sector in U.S. critical infrastructure. The 
discussion made clear that despite the clear impor-
tance of cybersecurity in the current technological 
and political climate—and the threat cyber-attacks 
pose to critical infrastructure and intellectual prop-
erty, and therefore to business operations and 
national security—resource constraints, both finan-
cial and human, are pervasive. 

At the second dialogue, hosted by Pacific Northwest 
National Laboratory in Seattle in April 2018, experts 
across multiple sectors gathered to assess and make 
recommendations on the state of cybersecurity as  
it relates to U.S. national security. The conversation 
called attention to the lack of coordination across 
various sectors and agencies, the need to incentivize 
best practices in security and the importance of 
leveraging local and regional assets to prepare and 
respond to cyber-attacks.

The third and final dialogue in the series, hosted by 
Carnegie Mellon University in Washington, D.C., in 
June 2018, sought to engage federal policymakers 
from Capitol Hill and the administration in this impor-
tant conversation and to develop an actionable 
agenda to improve U.S. resilience to cyber threats. 
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Together, the challenges, opportunities and recom-
mendations discussed throughout the three cyberse-
curity dialogues—and throughout the EMCP’s six 
sector dialogues—formed the foundation for the 
Council’s National Agenda for Cybersecurity 
presented in this report.

The cybersecurity work was conducted under the 
umbrella of the Council’s Energy and Manufacturing 
Competitiveness Partnership (EMCP), a C-suite-
directed initiative focused on the shifting global 
energy and manufacturing landscape and how 
energy transformation and demand are shaping 
industries essential to America’s prosperity and 
security. Critically, the EMCP approached America’s 
diverse industrial landscape not as a monolith but 
as a network of distinct but interdependent produc-
tive sectors, each with its own challenges and oppor-
tunities. Throughout the exploration of six critical 
sectors of the U.S. economy, it became clear that 
cybersecurity is a significant issue that cuts across 
all industries and sectors, and that the United 
States is in need of a coordinated strategy for 
addressing this growing challenge.

The genesis of Council’s work in this space, however, 
dates back to long before the launch of the EMCP in 
2015. Released in 2007, Transform. The Resilient 
Economy: Integrating Competitiveness and Secu-
rity declared, “The challenge is not security; it is 
resilience.” The report promoted a strategy of resil-
ience for both the public and private sectors—one 
that called for building America’s capability to survive, 
adapt, evolve and grow in the face of challenges. 
While the challenges may have changed in the last 
ten years, the link between competitiveness and 
security is stronger than ever. 

The National Agenda for Cybersecurity has  
the power to secure and strengthen America’s 
resilience to the growing cyber threat while ensur-
ing America remains a competitive, productive  
and prosperous nation.

A Call to Action 
(see page 19 for full recommendations)

Secure America’s Critical Assets and 
Infrastructure Against Cyber-attacks

1.	 Curtail the foreign acquisition by hostile 
actors of American cybersecurity assets to 
better manage risk. Regional powers have a 
growing potential to use purchased cyber tools  
to conduct catastrophic attacks on U.S. critical 
infrastructure.2 While cyber threats from state  
and non-state actors come in many forms, including 
cyber-crime and military and political espionage,  
the acquisition by hostile foreign governments of 
U.S. cyber assets constitutes a significant security 
risk for the United States.

2.	 Leverage public and private sector purchas-
ing power to ensure cybersecurity protections 
are upfront requirements throughout the value 
chain. While U.S. Department of Defense (DoD) 
contractors and subcontractors are required to meet 
certain security protocols, there is no universal 
clause across federal procurement contracts. And, 
industry largely lacks a consistent approach to 
applying best practices for security design, develop-
ment and deployment of Internet-connected devices.

2	 Task Force on Cyber Deterrence, Department of Defense Defense 
Science Board, February 2017.
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3.	 Establish a means of coordinating cyber 
R&D investments and research agendas. When it 
comes to cybersecurity research, there is no commu-
nity-defined research agenda, resulting in duplication 
of efforts and inefficient use of limited financial and 
human resources.

4.	 Develop, upgrade and deploy cybersecurity 
technology to enhance America’s resilience to 
cyber-attacks. The pace of technological advance-
ment is accelerating at record speeds, increasing 
vulnerability to data theft and operational disruption 
increases. As the threat of cyber-attacks becomes 
more grave, products and processes must be 
designed to meet basic security standards.

Strengthen America’s Cyber Response  
and Recovery Capabilities 

5.	 Enhance coordination across departments 
and agencies at the federal and state levels 
responsible, with the goal to improve resiliency 
and response to cyber threats. While numerous 
federal agencies are factoring cybersecurity into 
their programming and funding, there is minimal 
coordination across departments.

6.	 Develop agile, mobile and technically trained 
state and/or regional coalitions of cyber first-
responders. Current recovery times from cyber-
attacks are long and protracted, threatening 
American security and economic interests. With the 
average cost of a data breach in the United States  
at an all-time high of $7.91 million,3 efficient incident 
response is critical and current assets are insufficient. 

3	 2018 Cost of a Data Breach Study: Global Overview, Ponemon 
Institute, July 2018.

7.	 Expand access to cyber resources for small 
and medium-sized companies. Small businesses—
those with fewer than 100 workers—represent more 
than 98 percent of total businesses in the United 
States.4 In fact, 58 percent of data breach victims 
are small businesses.5 Small businesses estimated 
their average cost for incidents in the last 12 months 
to be $34,604.6

8.	 Engage corporate leadership in the develop-
ment of procedures necessary to plan for, 
respond to and recover from cyber incidents. 
Cybersecurity has become an urgent concern for 
companies of all sizes and across all industries. 
Cyber threats pose significant risks to economic 
security and competitiveness and have become 
increasingly costly in terms of detection and 
response.

4	 Annual Survey of Entrepreneurs, U.S. Census Bureau, 2016.

5	 2018 Data Breach Investigations Report, Verizon, 2018.

6	 2018 HISCOX Small Business Cyber Risk Report, Hiscox Inc, 2018.

“The United States is in a digital 
arms race with state and private 
actors seeking to disrupt our 
economy and national security. 
Cybersecurity must be a national 
priority.”
Dr. Steven Ashby
Director
Pacific Northwest National Laboratory
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Develop and Deploy a 21st Century Cyber 
Workforce

9.	 Expand and upskill the cybersecurity work-
force to meet the complex and growing cyber 
threat. The cybersecurity field faces a constant 
shortage of practitioners, with approximately 
350,000 current cybersecurity openings unfilled, 
according to CyberSeek, a project supported by  
the National Initiative for Cybersecurity Education 
(NICE).  

10.	Reform curricula at the nations’s colleges 
and universities to better meet the demand for 
cyber-savvy students and workers. The race to 
respond to cyber workforce needs has led to incon-
sistency in program quality and stove piping of 
expertise. The ability of academia, industry and 
government to address these challenges while 
meeting the growing workforce demand will be a key 
driver of American competitiveness. 

11.	Break down legal and organizational barriers 
prohibiting or limiting cybersecurity practitio-
ners from serving as educators. While there are 
significant challenges around a mismatch between 
supply and demand of cybersecurity professionals, 
academia faces a compounding challenges of a lack 
of educators to train the workforce of tomorrow.

Boost Cyber Awareness Among Policymakers 
and the Public

12.	Increase the awareness and understanding  
of cybersecurity issues among members of 
Congress and their staffers. With at least 36 states, 
D.C. and Puerto Rico having introduced and/or con-
sidered more than 265 bills or resolutions related to 
cybersecurity7 and as many as 12 committees holding 
jurisdiction over various departments, agencies and 
programs addressing cyber issues, all policymakers  
on Capitol Hill must understand the technology and 
implications of cyber threats. 

13.	Increase the cyber awareness of the general 
public. An ever-evolving number of cyber threats 
target what is, in many ways, the weak link in the 
U.S. cyber ecosystem—the general public. Spam, 
phishing, spyware, malware, trojan horses and a 
litany of targeted consumer attacks can ruin per-
sonal financial security and be a gateway to a 
broader attack with the consumer as the entry point. 
Cyber savviness is no longer a luxury, but a necessity 
for all Americans.

7	 Cybersecurity Legislation 2018, National Conference of State Legisla-
tures, May 18, 2018.
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As the potential cost of cyberattacks escalates and 
the reliability of networks is increasingly called into 
question, the need to address the growing cyber 
threat becomes ever more urgent. Technological 
advancement will continue to outpace security, forcing 
stakeholders across all sectors of the economy—from 
CEOs to academics to policymakers to consumers— 
to move beyond the status quo and implement strong 
cybersecurity strategies and practices.

Asymmetric Advantage
When it comes to cyber-attacks, adversaries have  
an asymmetric advantage over the target: the tools 
needed to launch a cyber-attack are minimal, attribu-
tion is difficult if not impossible, and the impact can 
be devastating. The list of actors—both state and 
non-state—seeking to threaten U.S. economic activity 
is long. Members of organized criminal groups were 
behind half of all breaches, with nation-state or 
state-affiliated actors involved in 12 percent of cyber-
attacks.12 In 2017, the Pentagon made the decision 
to ban software made by Russian firm Kaspersky 
Lab, and in August 2018, President Trump signed 
into law a provision that would bar the federal gov-
ernment from purchasing equipment from Chinese 
telecommunications firms Huawei and ZTE Corp., a 
measure spurred by concerns over the potential of 
Chinese espionage.13 

12	 2018 Data Breach Investigations Report, Verizon Enterprise Solutions, 
2018.

13	 “Pentagon aims to shield weapons from foreign sabotage,” by Ellen 
Nakashima, The Washington Post, August 14, 2018.

The digitization of society, proliferation of data and 
increased connectedness of products and services—
particularly in America’s critical infrastructure sec-
tors—have transformed the ways Americans live and 
organizations operate. More than 20 billion devices 
are expected to be connected to the Internet by 
2020.8 With this connectivity, however, comes a 
significant threat that can jeopardize America’s 
critical infrastructure and, along with it, the economic 
viability of U.S. businesses and the freedoms Ameri-
cans exercise every day: cyber-attack. 

Cyber threats can come in the form of traditional 
cyber-crime, military and political espionage, eco-
nomic espionage and cyber warfare, and carry 
considerable costs for the United States and the 
world. In fact, the White House Council of Economic 
Advisers estimates that malicious cyber activity—
defined as an activity that seeks to compromise  
or impair the confidentiality, integrity or availability  
of computers, information or communications sys-
tems, networks, physical or virtual infrastructure 
controlled by computers or information systems— 
cost the U.S. economy between $57 billion and 
$109 billion in 20169 and is estimated to reach  
$2.1 trillion globally by 2019.10 Moreover, according 
to the most recent data, organizations in the United 
States had the highest total average cost of a data 
breach at $7.91 million (see Figure 1).11

8	 Department of Homeland Security Cybersecurity Strategy, May 15, 
2018.

9	 The Cost of Malicious Cyber Activity to the U.S. Economy, Council of 
Economic Advisers, February 2018.

10	 The Future of Cybercrime & Security, Juniper Research, March 25, 2017.

11	 2018 Cost of a Data Breach Study: Global Overview. Ponemon 
Institute LLC, July 2018.

Setting the Stage
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2018 $3.86

2017 $3.62

2016 $4.00

2015 $3.79

2014 $3.50

United States $7.91

Middle East* $5.31

Canada $4.74

Germany $4.67

France $4.27

United Kingdom $3.68

Japan $3.38

Italy $3.43

South Africa $2.90

South Korea $2.88

ASEAN# $2.53

Turkey $2.16

Australia $1.99

India $1.77

Brazil $1.24

Global Averages

By Country or Region

The consolidated
average per capita cost

for all samples was
$148, compared to an

average of $141
last year.

The United States,
Canada and Germany

continue to have the
highest per capita costs

at $233, $202 and
$188, respectively.

Turkey, India
and Brazil have

much lower per capita
costs at $105, $68

and $67, respectively.
M I L L I O N S  O F  U . S .  D O L L A R S

Figure 1. The Average Total Cost of a Data Breach by Country or Region
Source: 2018 Cost of a Data Breach Study: Global Overview. Ponemon Institute LLC, July 2018.
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While these and other provisions are intended  
to shield American weapons and systems from 
known threats, attackers continue to hold an advan-
tage over defenders as the first-mover that stands  
to incur significantly lower costs. 

Critical Infrastructure
Cyber-attacks threaten American productivity  
and livelihoods. This is particularly true when these 
threats are aimed at U.S. critical infrastructure 
sectors, defined by the DHS as those with physical 
and virtual assets, systems and networks consid-
ered so vital to the United States that their inca-
pacitation or destruction would have a debilitating 
effect on national and/or economic security, and 
national public health and/or safety.

While attacks on cyber-physical systems—smart, 
networked systems with embedded sensors, pro-
cessors and actuators designed to sense and 
interact with users and support real-time, guaran-
teed performance in safety-critical applications— 
are commonly thought of as the biggest security 
risk to critical infrastructure, increasing reliance  
of business functions on IT networks has created  
a new frontier of vulnerabilities. And, these disrup-
tions can be even more detrimental. As the digital 
and physical worlds collide, cyber-attacks have the 
potential to disrupt the provision of basic needs, 
allowing adversaries to severely harm American 
economic activity and daily life. 

The U.S. military, in particular, has acute dependence 
on critical infrastructure, both domestically and inter-
nationally. The DoD has more than 15,000 computer 
networks among 4,000 worldwide installations, and 
approximately 98 percent of U.S. government commu-
nications travel over civilian owned and operated 

networks.14 In fact, roughly 85 percent of U.S. critical 
infrastructure is privately owned or operated,15 and 
these networks are highly vulnerable. 

Lag in Detection Time
In the case of successful breaches, the time needed 
for hackers to compromise the systems under attack 
is most often measured in just seconds or minutes. 
According to Verizon’s 2018 Data Breach Investiga-
tions Report (DBIR), 68 percent of breaches took 
months or longer to discover.16 In 2017, it took U.S. 
companies an average of 201 days to detect a data 
breach and an average of 52 days to contain it.17 
And, it is often third parties—law enforcement, part-
ners or customers—that discover breaches as 
opposed to organizations detecting breaches them-
selves, which was the case just 36 percent of the 
time in 2017.18 

Coordination and Collaboration
Currently, multiple federal and state agencies have 
jurisdiction over cybersecurity in the United States. 
The DoD is responsible for defending the U.S. home-
land and U.S. interests from attack, including attacks 
that may occur in cyberspace. The U.S. Department 
of Energy (DOE) leads the federal government’s 
effort to ensure cybersecurity attacks do not have a 
catastrophic impact on the energy sector. The DHS 
claims responsibility for reducing vulnerabilities and 

14	 2013 DoD Task Force Report on Resilient Military Systems.

15	 Critical Infrastructure Protection, Information Sharing and Cyber 
Security, U.S. Chamber of Commerce, accessed October 1, 2018.

16	 2018 Data Breach Investigations Report, Verizon Enterprise Solutions, 
2018.

17	 2018 Cost of a Data Breach Study: Global Overview. Ponemon 
Institute LLC, July 2018.

18	 M-Trends 2018, Mandant, A FireEye Company, 2018.
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already asymmetric advantage and exploit weak-
nesses in U.S. response capabilities and timeliness. 
At the federal level, this is a legislative as well as an 
administrative challenge. With multiple committees  
of jurisdiction in Congress, coordination and commu-
nication across these committees and the depart-
ments and agencies they oversee can be a challenge 
and an impediment to the development and imple-
mentation of a nationwide cybersecurity plan.

With the private sector operating such a large per-
centage of critical infrastructure, public-private 
partnerships are important to the success of the 
United States’ ecosystem as it relates to cybersecurity. 

Some Helpful Definitions
Air gap: An absence of a direct or indirect con-
nection between a computer and the Internet, 
affected for security reasons. 

Malicious cyber activity: Activities, other than 
those authorized by or in accordance with U.S. law, 
that seek to compromise or impair the confidenti-
ality, integrity, or availability of computers, informa-
tion or communications systems, networks, 
physical or virtual infrastructure controlled by 
computers or information systems, or information 
resident thereon.—NIST

Data breach: An incident in which, without  
a system owner’s knowledge, an actor steals 
sensitive, confidential or protected information 
through cyber activity.

Cyberspace: The online world of computer 
networks, and especially the Internet.—Miriam-
Webster Dictionary

Closed-circuit, cyber-physical system:  
A system that integrates computation with physi-
cal processes in which the control logic is driven 
by measurements of the physical processes, and 
in turn drives the physical processes. This process 
reduces errors and improves stability through 
internal feedback.

Multi-factor authentication: A method of 
confirming a user’s claimed identity in which  
a computer user is granted access only after 
successfully presenting two or more pieces  
of evidence (or factors) to an authentication 
mechanism, such as knowledge (something the 
user and only the user knows), possession (some-
thing the user and only the user has), or inherence 
(something the user and only the user is).

building resilience, countering malicious actors in 
cyberspace, responding to incidents and making the 
cyber ecosystem more secure and resilient. The 
result being that, with such a large percentage of the 
nation’s critical infrastructure owned or operated  
by the private sector,19 industry is often left to won-
der where to turn in the wake of an attack.

Without a single group or entity within government 
designated to take charge in the face of a large-
scale attack, adversaries are able to maximize their 

19	 Critical Infrastructure Protection, Information Sharing and Cyber 
Security, U.S. Chamber of Commerce, accessed October 1, 2018.
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Small and Medium-Sized Businesses
Small businesses represent more than 97 percent  
of total businesses in the United States. According  
to Verizon’s 2018 DBIR, 58 percent of data breach 
victims are small businesses.20 This is an indication 
that despite security being a growing priority for 
organizations of all sizes, companies that sit below 
the “cyber poverty line”, meaning they lack the 
resources needed to implement perceived basic 
security needs and therefore have significant cyber-
security risk exposure, are disproportionately tar-
geted by attackers, creating vulnerabilities for 
organizations of all sizes whose operations touch 
these small businesses. In fact, 60 percent of smaller 
businesses go out of business within six months  
of suffering a cyber-attack.21 

Specialized, closed-circuit cyber-physical systems 
have been in place in large industrial and manufac-
turing facilities for years. However, the economic 
advantages of the Internet, increasing functionality  
of commodity networking and information technology, 
and the diversification of supply chains that include 
many small businesses has led to new cybersecurity 
risks that now affect the safety and availability of the 
services provided by critical infrastructures. 

Cyber Savviness
While the myth that cyber-attacks are often executed 
through air gaps—areas with indirect connections 
between computer and the Internet—persists, the real 
issue when it comes to cybersecurity is in filling 
knowledge gaps around information technology, 

20	 2018 Data Breach Investigations Report, Verizon, 2018.

21	 Champlain College, Graduate Studies, 2017; “Internet privacy in the 
digital age.”

Case Study: 140 Characters Cost  
U.S. Stock Market $136 Billion
In late April 2013, a tweet from the Associated 
Press claimed that two bombs had exploded  
at the White House, injuring then-President 
Barack Obama. The U.S. stock market reacted 
instantly, leading to a US$136.5 billion dip  
on the S&P 500 in just three minutes. 

However, it was quickly discovered that the 
claim was false—the Twitter account had been 
hacked by a group calling itself the Syrian 
Electronic Army. When then-White House Press 
Secretary Jay Carney told reporters there was 
no explosion, the market quickly righted itself. 
However, not before showing the power of one 
tweet from a trusted source.22 

research and development, and education and  
skills training. In fact, researchers at IBM found  
that 15 percent of all cyber-attacks were carried 
out inadvertently by insiders,23 while as many as  
24 percent of attacks may be due to employee 
actions or mistakes.24 

A survey conducted by Willis Towers Watson of  
92 companies from the United States found that  
45 percent of 2,073 employees surveyed spent less 
than 30 minutes on training specific to data protection 

22	 “ ‘Bogus’ AP tweet about explosion at the White House wipes billions off 
U.S. markets,” by Peter Foster, The Telegraph, April 23, 2013.

23	 2016 Cyber Security Intelligence Index, IBM X-Force Research, 
September 2016.

24	 2016 Data Security Incident Response Report, BakerHostetler, 2016.
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Transform. The Resilient Economy: Integrating Competitiveness  
and Security, 10 Years Later

In its 2007 report, Transform. 
The Resilient Economy: 
Integrating Competitiveness 
and Security, the Council 
declared, “The challenge is not 
security: it is resilience.” This 
observation was made in 
response to the shock of 9/11, 
after which—for the first time in 
American history—it became 
clear that the country’s economic assets and infra-
structure were on the front lines of a battlefield.  
In 2018, while the drivers and actors may have 
changed in many ways, the challenges and anxieties 
remain the same as America finds itself standing  
in a new battlefield: cyberspace. 

Transform identified enterprise resilience as one of 
three cornerstones of economic competitiveness and 
new value creation, along with innovation and sus-
tainability. In the wake of 9/11, Transform put forth a 
transformational idea that there must be a business 
case for security and, if done right, security can lead 
to resilience, which has the potential to become a 
productivity driver and not a sunk cost.

Many of Transform’s key findings resonate today in 
the context of America’s cybersecurity challenges:

•	 Globalization, technological complexity, 
interdependence, terrorism, climate and energy 
volatility, and pandemic potential are increasing 
the level of risk that societies and organizations 
now face. Risks also are increasingly interrelated—
disruptions in one area can cascade in multiple 
directions;

•	 The ability to manage emerging risks, anticipate 
the interactions between different types of 
risk, and bounce back from disruption will be 
a competitive differentiator for companies and 
countries alike in the 21st century; and

•	 The national objective is not just homeland 
protection, but economic resilience: the ability  
to mitigate and recover quickly from disruption.

Likewise, many of the recommendations in Trans-
form are mirrored in the National Agenda for 
Cybersecurity, including:

•	 Leverage the government’s buying clout to embed 
resilience criteria in the procurement selection 
processes and supply chains; and

•	 Create cutting-edge, cross-disciplinary resilience 
curricula that prepare students for a turbulent, 
interdependent work environment.

Transform also warned of turbulence ahead. For the 
first time, new technology and infrastructure risks 
were listed alongside the threat of global terrorism  
as major threats facing the United States. It was 
becoming more evident that the Internet had created 
an entirely new set of vulnerabilities and risks that 
companies had not yet mastered—and still have yet 
to master ten years later. While 446 data breaches 
were reported in the United States in 2007, that 
number skyrocketed to 1,579 data breaches in 
20171—an increase of more than 350 percent.

1	 Annual number of data breaches and exposed records in the United 
States from 2005 to 2018 (in millions), Statistia, accessed October 1, 
2018.
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Cybersecurity: An Initiative of the Energy and Manufacturing Competitiveness 
Partnership

For more than two centuries, 
American industry has har-
nessed the nation’s abundance 
of natural resources, energy, 
talent and ingenuity to power 
the most productive economy 
in the world. Today, the U.S. 
finds itself facing a new, prom-
ising frontier shaped by two 
powerful transformations 
working in tandem: 

•	 The generational re-emergence of advanced and 
highly productive manufacturing capacity; and 

•	 The increasing abundance of innovative, 
sustainable, affordable and domestically-sourced 
energy. 

To capitalize on this convergence, the Council 
launched the Energy and Manufacturing Competitive-
ness Partnership (EMCP) in 2015, which leveraged 
more than a decade of leadership in the energy and 
manufacturing fields that began with the seminal 
National Innovation Initiative in 2003 and continued 
with the Energy Security, Innovation and Sustainability 
Initiative (2007–2009), the U.S. Manufacturing Com-
petitiveness Initiative (2010–2011) and the American 
Energy and Manufacturing Competitiveness Partner-
ship (2012–2016). The EMCP, a C-suite-directed 
initiative, focused on the shifting global energy and 
manufacturing landscape and how energy transforma-
tion and demand is shaping industries critical to 
America’s prosperity and security. 

The EMCP was designed to approach the country’s 
diverse industrial landscape as a network of distinct 
but interdependent productive sectors. Through six 
regional sector studies hosted by members of the 
Steering Committee, the EMCP identified the salient 
questions and challenges facing the energy-manu-
facturing nexus. Seeking input from a cross-section 
of leaders, each sector study looked at the chal-
lenges and opportunities through the Council’s 
cross-cutting competitiveness pillars—technology, 
talent, investment and infrastructure.

The sector studies encompassed water, advanced 
materials, bioscience, agriculture, energy and aero-
space, allowing the EMCP to explore how the com-
petitiveness pillars play out within each sector, 
identify discrete factors shaping each sector and 
assess common threads that span the economy.  
The findings and recommendations from the sector 
studies informed the Council’s policy agenda for 
manufacturing excellence, presented in Accelerate: 
Turbocharging the Manufacturing Renaissance  
in an Era of Energy Abundance.

As part of the evolution of the EMCP, the Steering 
Committee identified that stakeholders across all 
sectors of the U.S. economy are increasingly faced 
with the threat of cyber-attacks that put information, 
infrastructure and overall security at risk. In 2018, 
 the Council launched a three-dialogue series on the 
challenges and opportunities related to cybersecurity. 

The National Agenda for American Cybersecurity, 
presented in this report, is informed by those three 
dialogues and builds on the work of the EMCP.

Turbocharging the Manufacturing Renaissance 

in an Era of Energy Abundance

Energy & Manufacturing Competitiveness Partnership 

Accelerate.Council on Competitiveness

900 17th Street, NW, Suite 700, Washington, D.C. 20006, T 202 682 4292 

Compete.org 

@CompeteNow

facebook.com/USCouncilonCompetitiveness

linkedin.com/company/council-on-competitiveness/
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and information security in the last 12 months.25 Of 
that 45 percent, more than half had received no 
training at all. Those surveyed cite insufficient 
employee understanding of cyber risks, ineffective 
structures and processes, and insufficient budgets 
as the top three barriers preventing their organiza-
tions from effectively managing cyber risks.26 

Workforce Challenges
It is vitally important that the United States has an 
adequate, viable cybersecurity workforce to secure 
critical infrastructure, but also to address a myriad  
of national security and domestic concerns. In 2017, 
the National Initiative for Cybersecurity Education 
(NICE) reported that 285,000 cybersecurity roles 
went unfilled in the United States alone.27 The (ISC)² 
Global Information Security Workforce Study 
(GISWS) estimates that over a quarter-million posi-
tions went unfilled in the United States in 2016 and 
a predicted shortfall of 1.5 million cybersecurity 
professionals by 2020.28 Other estimates project the 
demand for cybersecurity professionals will exceed 
the supply by as many as 3.5 million by 2021.29 

The race to respond to cyber workforce needs has 
led to inconsistency in program quality and stove 
piping of expertise. The ability of academia, industry 
and government to address these challenges, while 
meeting current and future needs, will be a key driver 
of American competitiveness in this burgeoning field.

25	 Decoding Cyber Risk: 2017 Willis Towers Watson Cyber Risk Survey 
(US results), Willis Towers Watson, 2017. 

26	 Decoding Cyber Risk: 2017 Willis Towers Watson Cyber Risk Survey (US 
results), Willis Towers Watson, 2017.

27	 M-Trends 2018, Mandant, A FireEye Company, 2018.

28	 (ISC)² Global Information Security Workforce Study (GISWS), Frost & 
Sullivan, April 17, 2015.

29	 Cybersecurity Jobs Report, Cybersecurity Ventures, May 2017.

Case Study: Spear-Phishing Attack 
Infiltrates U.S. Universities
In 2018, nine Iranian hackers were indicted by 
the Department of Justice for hacking 144 U.S. 
universities, 47 private organizations and a 
handful of U.S. government agencies. The 
three-year campaign resulted in the loss of $3 
billion in intellectual property. The hackers 
utilized spear-phishing emails to target profes-
sors by getting them to click on malicious links 
and entering login credentials. The hackers 
managed to successfully penetrate nearly 
4,000 accounts at U.S. schools. 

Nearly two years earlier, charges were brought 
by the U.S. Department of Justice against 
seven Iranians for conducting distributed 
denial-of-service attacks targeting Wall Street 
and the financial sector as well as for penetrat-
ing a dam control system. These attacks are 
evidence of the ability of political tension to spill 
into the digital world, creating a new, 21st 
century battlefield.

Moreover, women currently comprise just 14 per-
cent of the information security workforce in North 
America—34 percentage points lower than the aver-
age of women in the workforce (see Figure 2).30 

30	 The 2017 Global Information Security Workforce Study: Women in 
Cybersecurity, Frost & Sullivan, 2017.
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Figure 2. Gender Distribution by Organizational Position of the Cybersecurity Workforce
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And, while minority representation within the cyber-
security profession (26 percent) is slightly higher 
than the overall U.S. minority workforce (21 percent), 
just 23 percent of minority cybersecurity workers 
hold a role of director or above, 7 percent below the 
U.S. average.31 Consequently, policies that encourage 
greater participation in the cybersecurity workforce 
will be essential if the United States hopes to meet 
the growing demand for cyber professionals.

Conclusion
Rapid advancement in cyber technology develop-
ment is being fueled by industry modernization, 
e-commerce and consumer entertainment. The 
interconnectedness and openness made possible  
by the Internet and broader digital ecosystem create 
unparalleled value for society. 

But these same qualities make securing today’s 
cyber landscape difficult. Technological advance-
ment is outpacing security and will continue to do  
so unless the United States changes the way it 
approaches and implements cybersecurity strate-
gies and practices. Cybersecurity requires a com-
prehensive, national agenda to secure, enhance and 
strengthen America’s resilience to cyber-attacks and 
ensure the nation is equipped with the tools and 
talent needed to remain a global leader in technol-
ogy and innovation. 

31	 Labor force characteristics by race and ethnicity, U.S. Bureau of Labor 
Statistics, 2015.

“Cyber-attacks are a constant 
threat to the increasingly inter-
connected digital backbone of  
the U.S. economy and will require 
coordination among industry, 
academia and government to 
mitigate the risk.”
Mr. George Fischer
Senior Vice President and Group President
Verizon Enterprise Solutions
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A national cyber agenda must 
ensure the United States has  
the infrastructure, technology and 
talent needed to build resilience  
to cyber-attacks, along with the 
ability to respond and recover  
in the event of such attacks.

The interconnectedness and openness made 
possible by the Internet and the broader digital 
ecosystem create unparalleled value for society. 
The architects of the Internet could not know, 
however, that it would reach the breadth and scope 
seen today. Throughout human history, technological 
advancement has outpaced security. While this is 
unlikely to change, America’s ability to remain 
resilient in the face of increasing cyber threats will 
require a shift in the understanding of—and dynamic 
between—innovation and security. The evolution  
to a new way of thinking that focuses on deliberate, 
risk-informed trade-offs will be essential. 

What follows are a series of concrete, actionable 
recommendations cutting across the public and 
private sectors that, taken together, will strengthen 
U.S. cyber defenses and ensure greater resilience  
in the face of growing and malicious cyber threats.

Secure America’s Critical Assets and 
Infrastructure Against Cyber-attacks
With the average cost of a data breach in the United 
States at an all-time high of $7.91 million and over 
1,300 significant breaches in the last year, malicious 
cyber activity in the United States is a substantial 
threat to America’s economic and national security.32 
The increasing sophistication of cyber-attacks poses 
a constant threat to critical infrastructure. And as the 
availability of networks is called into question every 
day, the economic viability of U.S. businesses and the 
freedoms Americans exercise daily are in jeopardy.

1.	 Curtail the foreign acquisition by hostile 
actors of American cybersecurity assets to 
better manage risk. Regional powers have a 
growing potential to use purchased cyber tools  
to conduct catastrophic attacks on U.S. critical 
infrastructure.33 While cyber threats from state  
and non-state actors come in many forms, including 
cyber-crime and military and political espionage,  
the acquisition by hostile foreign governments of 
U.S. cyber assets constitutes a significant security 
risk for the United States.

Recommendations
1.1.	 Require under the new authorities of the For-

eign Investment Risk Review Modernization Act 
(FIRRMA) in the National Defense Authoriza-
tion Act for Fiscal Year 2019 that the Commit-
tee on Foreign Investment in the United States 
(CFIUS) conduct full reviews and regulatory 
approval for any foreign investment or owner-
ship interest in American advanced cybersecu-
rity startups, joint ventures or acquisitions. 

32	 2018 Cost of a Data Breach Study, Ponemon Institute, July 2018.

33	 Task Force on Cyber Deterrence, Department of Defense Defense 
Science Board, February 2017.

A National Agenda for Cybersecurity
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1.2.	 Require all U.S. securities and SEC-registered 
securities and investment funds of any size  
to provide the U.S. Department of the Treasury 
and the FBI full transparency on sources of 
investment capital and intellectual property, and 
limit partners from countries deemed high-risk 
or sanctioned by the Treasury Department.

1.3.	 Expand the authority of the Bayh-Dole Act and 
federal tech transfer act to prevent the licens-
ing of U.S. cyber technology developed with 
federal funding to foreign countries deemed 
high risk.

2.	 Leverage public and private sector purchas-
ing power to ensure cybersecurity protections 
are upfront requirements throughout the value 
chain. While DoD contractors and subcontractors 
are required to meet certain security protocols, there 
is no universal clause across federal procurement 
contracts. And, industry largely lacks a consistent 
approach to applying best practices for security 
design, development and deployment of Internet-
connected devices. 

Recommendations
2.1.	 Extend Defense Federal Acquisition Regulation 

Supplement DFAR 252.204-7012 language 
mandating adequate security to all government 
agencies.

2.2.	 Call on Congress to take immediate action on 
the Internet of Things (‘IoT’) Cybersecurity 
Improvement Act of 2017, requiring the inclu-
sion of specific cybersecurity protections in 
procurement contracts with all federal and 
state agencies for Internet-connected devices.

2.3.	 Incentivize vendors’ awareness and adoption of 
security best practices utilizing industry pur-
chasing power.

2.4.	 Promote greater uptake and use of existing 
cybersecurity standards to increase supply 
chain security. 

3.	 Establish a means of coordinating cyber 
R&D investments and research agendas. When it 
comes to cybersecurity research, there is no commu-
nity-defined research agenda, resulting in duplication 
of efforts and inefficient use of limited financial and 
human resources.

Recommendations
3.1.	 Establish the National Cybersecurity R&D 

Initiative, chaired by the White House Science 
Advisor, to identify challenges, solicit industry 
input, define priorities and, on an ongoing basis, 
coordinate government investment to optimize 
talent and resources and avoid duplication  
of efforts.

3.2.	 Convene a Basic Research Needs working 
group including leaders from the public and 
private sectors to define a set of research 
priorities to address the technology R&D 
challenges and Science Grand Challenges that, 
if solved, will strengthen U.S. cybersecurity 
capability.

3.3.	 Create data-driven processes to develop spe-
cific cybersecurity countermeasures unique  
to sectors and sub-sectors, and disseminate 
these processes through Information Sharing 
and Analysis Centers and Community Emer-
gency Response Teams to mitigate the risk  
of cyber incidents.
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4.	 Develop, upgrade and deploy cybersecurity 
technology to enhance America’s resilience to 
cyber-attacks. The pace of technological advance-
ment is accelerating at record speeds, increasing 
vulnerability to data theft and operational disruption 
increases. As the threat of cyber-attacks becomes 
more grave, products and processes must be 
designed to meet basic security standards. 

Recommendations
4.1.	 Require that all new technology applied to the 

electric grid meet industry standards to ensure 
basic cybersecurity.

4.2.	 Expand funding and private sector engagement 
for testbeds for the creation and adoption of 
new cybersecurity technologies such as Digital 
Manufacturing Design and Innovation Institute 
(DMDII) Cyber Hub for Manufacturing and the 
Army Cyber-research Analytics Laboratory. 

4.3.	 Expand the NIST cybersecurity framework  
to better guide secure development of IoT, 
operational technology (OT) and information 
technology (IT) platforms and technologies as  
a means to bolster private industry certification 
programs.

Strengthen America’s Cyber Response 
and Recovery Capabilities 
According to the latest data, in the United States,  
the average time required to identify a data breach 
incident is 201 days, while the average amount  
of time to contain a breach is 52 days.34 America’s 
ability to detect, withstand and recover from cyber 
events that disrupt the economy and society in a 
quick and coordinated manner is essential for the 
nation’s security and competitiveness.35 

5.	 Enhance coordination across departments 
and agencies at the federal and state levels 
responsible, with the goal to improve resiliency 
and response to cyber threats. While numerous 
federal agencies are factoring cybersecurity into 
their programming and funding, there is minimal 
coordination across departments.

Recommendations
5.1.	 The administration should reinstate and 

empower a White House cybersecurity czar  
to oversee a government-wide interagency task 
force to develop and implement, within 180 days, 
a coordinated cyber defense strategy that 
includes mechanisms for owners and operators 
of critical infrastructure to more easily share 
appropriate data.

5.2.	 Governors should convene state and local 
representatives from across the public and 
private sectors to develop statewide cyber-
attack prevention and response strategies.

34	 “IBM Study: Hidden Costs of Data Breaches Increase Expenses for 
Businesses,” PRNewswire, IBM Security, July 11, 2018.

35	 “Protecting Small Businesses from Cyber Attacks: the Cybersecurity 
Insurance Option”, Testimony of Robert Luft, Owner, Surefire Innovations, 
National Small Business Association, July 26, 2017.
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5.3.	 Convene biannual meetings of the private 
sector chairpersons of federal government 
advisory committees and external boards to 
share agency priorities, best practices and 
identify areas to strengthen interagency col-
laboration.

6.	 Develop agile, mobile and technically trained 
state and/or regional coalitions of cyber first-
responders. Current recovery times from cyber-
attacks are long and protracted, threatening 
American security and economic interests. With the 
average cost of a data breach in the United States at 
an all-time high of $7.91 million,36 efficient incident 
response is critical and current assets are insuffi-
cient. 

Recommendations
6.1.	 Institute state Cyber Protection Teams through 

the National Guard Bureaus and tactical analy-
sis groups. 

6.2.	 Governors and state legislators must provide 
funding and reduce legal and liability barriers to 
resources acting in state capacity.

6.3.	 Expand to additional states existing programs37 
to provide veterans with access to cybersecu-
rity training opportunities and resources to help 
veterans enter the cybersecurity workforce.

6.4.	 Establish and fund, at the state level, “civilian 
reserve cyber corps” comprising volunteers 
from private industry security and IT profession-
als to be deployed in the event of a regional 
cyber incident.

36	 2018 Cost of a Data Breach Study: Global Overview, Ponemon 
Institute, July 2018.

37	 Cyber Virginia: Cyber Veterans Initiative, The Commonwealth of Virginia, 
July 2017.

6.5.	 Create a tiered technology approach to cyber 
that enables technically-trained cyber experts—
people who are experts in using tools but that 
don’t require advanced degrees—to obtain the 
technical skills needed to act in this capacity. 

7.	 Expand access to cyber resources for small 
and medium-sized companies. Small businesses—
those with fewer than 100 workers—represent more 
than 98 percent of total businesses in the United 
States.38 In fact, 58 percent of data breach victims 
are small businesses.39 Small businesses estimated 
their average cost for incidents in the last 12 months 
to be $34,604.40

Recommendations
7.1.	 Sustain funding for the Manufacturing Exten-

sion Partnership (MEP) National Network and 
expand resources available for cybersecurity 
tools and training and certification such as the 
NIST MEP Cybersecurity Assessment Tool. 

7.2.	 State and metropolitan Small Business Admin-
istrations should establish cybersecurity train-
ing initiatives in partnership with Workforce 
Development Boards to reach a broad array  
of small and medium-sized businesses below 
the cyber poverty line.

7.3	 Expand federal and state outreach to small and 
medium-sized businesses to increase knowl-
edge of existing resources, including top 
resources identified by the DHS U.S. Computer 
Emergency Readiness Team (US-CERT).

38	 Annual Survey of Entrepreneurs, U.S. Census Bureau, 2016.

39	 2018 Data Breach Investigations Report, Verizon, 2018.

40	 2018 HISCOX Small Business Cyber Risk Report, Hiscox Inc, 2018.
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8.	 Engage corporate leadership in the develop-
ment of procedures necessary to plan for, 
respond to and recover from cyber incidents. 
Cybersecurity has become an urgent concern for 
companies of all sizes and across all industries. 
Cyber threats pose significant risks to economic 
security and competitiveness and have become 
increasingly costly in terms of detection and 
response.

Recommendations
8.1.	 Corporate cybersecurity leads should report 

directly to executive team members and align 
responsibilities with risk management strategies.

8.2.	 Companies should embrace the Securities and 
Exchange Commission Guidance on Public 
Company Cybersecurity Disclosures41 and take 
all required actions to inform investors of 
material cyber risks and incidents in a timely 
fashion.

Develop and Deploy a 21st Century  
Cyber Workforce
Further adding to the growing risk of cyber threats to 
American prosperity, the world is on pace to reach a 
cybersecurity workforce gap of 1.8 million by 2022.42 
It is vitally important that the United States have an 
adequate cybersecurity workforce to secure the 
nation’s critical infrastructure; respond to the ever-
expanding cyber threat; and equip businesses of all 
sizes and governments at all levels with the talent to 
meet the next generation of cyber challenges.

41	 Commission Statement and Guidance on Public Company Cybersecurity 
Disclosures, 2018.

42	 2017 Global Information Security Workforce Study, Frost & Sullivan, 
2017.

9.	 Expand and upskill the cybersecurity work-
force to meet the complex and growing cyber 
threat. The cybersecurity field faces a constant 
shortage of practitioners, with approximately 
350,000 current cybersecurity openings unfilled, 
according to CyberSeek, a project supported by  
the National Initiative for Cybersecurity Education 
(NICE). 

Recommendations
9.1.	 Ensure NSF funding for the CyberCorps®: 

Scholarship for Service (SFS) program meets 
the growing demand. 

9.2.	 The National Science Foundation should 
expand and expedite the implementation of the 
Community College Cyber Pilot Program (C3P) 
under the CyberCorps® SFS program.

9.3.	 Congress should take immediate action to pass 
S. 754, Cyber Scholarship Opportunities Act of 
2017 to permanently extend support for cyber-
security education in primary and secondary 
schools.

9.4	 Expand cybersecurity awareness programs  
in secondary schools to increase interest and 
awareness of students from diverse back-
grounds regarding career opportunities in the 
cybersecurity field.
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10.	Reform curricula at the nations’s colleges 
and universities to better meet the demand for 
cyber-savvy students and workers. The race to 
respond to cyber workforce needs has led to incon-
sistency in program quality and stove piping of 
expertise. The ability of academia, industry and 
government to address these challenges while 
meeting the growing workforce demand will be a key 
driver of American competitiveness. 

Recommendations
10.1.	Expand the number of colleges and universities 

with programs and credentials that meet the 
criteria required for designation as National 
Centers of Academic Excellence in Cyber 
Operations or Cyber Defense by the National 
Security Agency and the DHS.

10.2.	Embed cybersecurity concepts into a broad 
range of existing degree programs at the 
university level.

11.	Break down legal and organizational barriers 
prohibiting or limiting cybersecurity practitio-
ners from serving as educators. While there are 
significant challenges around a mismatch between 
supply and demand of cybersecurity professionals, 
academia faces a compounding challenges of a lack 
of educators to train the workforce of tomorrow.

Recommendations
11.1.	 States and educational institutions must reduce 

barriers to allow cybersecurity practitioners to 
serve as professors of practice.

11.2.	Establish industry-academia-national laboratory 
exchange programs to facilitate cross-pollina-
tion between cyber experts and practitioners.

 

Boost Cyber Awareness Among 
Policymakers and the Public
Human error is one of the most significant challenges 
when it comes to protecting against cyber-attacks.  
In fact, 90 percent of cyber incidents are human-
enabled,43 while as many as 24 percent of attacks 
may be due to employee actions or mistakes. 44 

12.	Increase the awareness and understanding 
of cybersecurity issues among members of 
Congress and their staffers. With at least 36 
states, D.C. and Puerto Rico having introduced and/
or considered more than 265 bills or resolutions 
related to cybersecurity45 and as many as 12 com-
mittees holding jurisdiction over various departments, 
agencies and programs addressing cyber issues, all 
policymakers on Capitol Hill must understand the 
technology and implications of cyber threats. 

Recommendation
12.1.	 Members in the House of Representatives and 

Senate should reinvigorate the bipartisan 
House and Senate Cyber Caucuses, which 
have been largely dormant in recent years,  
to provide members of Congress and their 
staffers with access to experts in the field.

43	 Shifting the Human Factors Paradigm in Cybersecurity, Calvin Nobles, 
Ph.D., March 15, 2018. 

44	 2016 Data Security Incident Response Report, BakerHostetler, 2016.

45	 Cybersecurity Legislation 2018, National Conference of State Legisla-
tures, May 18, 2018.
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13.	Increase the cyber awareness of the general 
public. An ever-evolving number of cyber threats 
target what is, in many ways, the weak link in the 
U.S. cyber ecosystem—the general public. Spam, 
phishing, spyware, malware, trojan horses and a 
litany of targeted consumer attacks can ruin per-
sonal financial security and be a gateway to a 
broader attack with the consumer as the entry point. 
Cyber savviness is no longer a luxury, but a necessity 
for all Americans.

Recommendations
13.1.	Fund, develop and implement a major national 

cyber-awareness campaign, that builds on 
existing efforts, to increase the general public’s 
awareness and capability to prepare for and 
respond to cyber threats.

13.2.	Call on local economic development authorities 
to put in place programs that encourage cyber-
security education at the K-12 level. 

13.3.	Implement and enforce basic cybersecurity 
protocols throughout industry, government and 
academia including patching, multi-factor 
authentication and identity management as 
standard business practices.

“With the proliferation of inter-
connected devices, industries and 
organizations, the need for cyber 
expertise is quickly outpacing 
supply, creating an urgent need  
for colleges and universities to 
innovate curricula and program 
offerings in this field.”
Dr. Farnam Jahanian
President
Carnegie Mellon University: 
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Cybersecurity Dialogue Series

DIALOGUE 1

Cybersecurity for Industry: Ensuring 
Prosperity in a Digital Economy
February 2, 2018
Basking Ridge, NJ

Hosted by: Mr. George Fischer
Senior Vice President & Group President
Verizon Enterprise Solutions 

Rapid advancement in 
cyber technology devel-
opment is being fueled 
by industry moderniza-
tion, e-commerce and 
consumer entertainment. 
The interconnectedness 
and openness made 
possible  
by the Internet and the 
broader digital ecosys-
tem creates unparal-
leled value for society. 

Advancements in computing, networking and com-
munications technology permeate through every 
sector of the economy and are being made at a pace 
that is both breathtaking and unprecedented in 
human history. But these same qualities make 
securing today’s cyber landscape extremely chal-
lenging. Technological advancement is outpacing 
security and will continue to do so unless the United 
States changes the way it approaches and imple-
ments cybersecurity strategies and practices. 

With attribution of cyber-attacks becoming more 
difficult, and with these events happening at increas-
ing rates, companies and organizations need a 

revised tool set to handle cyber-attacks quickly and 
effectively. And as adversarial AI becomes signifi-
cantly more sophisticated in the next three to five 
years, the need to promote a cyber moon shot 
becomes increasingly more urgent. Cybersecurity is 
no longer a predominantly tech-related problem—due 
to the tremendous financial burden of cyber-attacks 
incurred as a consequence of disruption to opera-
tions, loss of data and cost of security, among other 
concerns, cyber-attacks have become a risk man-
agement issue, while strong cyber defense/response 
can be a productivity enabler. 

Despite the clear importance of cybersecurity in the 
current technological and political climate—and the 
threat cyber-attacks pose to critical infrastructure 
and intellectual property, and therefore to business 
operations and national security—resource con-
straints, both financial and human, are pervasive. 
Small and medium-sized companies often face 
budgetary constraints that preclude them from 
affording the latest security technology. And firms  
of all sizes see talent shortages and knowledge gaps 
that leave them vulnerable to cyber risks and slow  
to recover from cyber-attacks. 

These are just a few of the multidimensional security 
challenges companies in the United States face in 
an era marked by transformational innovation and the 
digitization of an exponential amount of data. These 
challenges, while difficult and numerous, are not 
insurmountable. They will, however, require collabora-
tion on the parts of both the public and private 
sectors to improve America’s mitigation, adaptability 
and resilience to the growing number of cyber 
threats from state and non-state actors.
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Initial Findings
Voluntary, industry-led cybersecurity standards, 
created in partnership with the government, are 
needed. While risk management frameworks and 
industry guidelines around cybersecurity exist, there 
is a need for industry-sponsored standards that 
define basic cybersecurity terms, and set security 
thresholds for products and systems. These stan-
dards could be used to benchmark security posture 
and create a competitive advantage for companies. 
The National Institute of Standards and Technology 
(NIST) could act as an umbrella infrastructure for 
these standards. 

Security must be integrated into products and 
processes early on in the development cycle, 
rather than being considered an add-on com-
ponent. As the pace of technological advancement 
accelerates at record speeds and products become 
increasingly connected through the proliferation of 
sensors and data, vulnerability to data theft and 
operational disruption increases. As the threat of 
cyber-attacks becomes more grave, products and 
processes must be designed with cyber resiliency 
in mind. 

An overwhelming amount of data creates chal-
lenges with regard to credibility of cyber threats 
and ability to operationalize data. With the volume 
of useful, actionable information greater than ever 
before, a balance must be struck between informa-
tion sharing required for legitimate policy interests 
and guarding private enterprise interests. Standard-
izing the gathering and valuation of cybersecurity 
data would improve security across all industries,  
but building trusted relationships is currently the best 
way to facilitate sharing of high-quality data on 
cybersecurity threats and attacks. 

Cybersecurity must be transformed into a com-
petitive advantage rather than a sunk cost by 
focusing on the confluence of risk, capabilities 
and resources. By treating cybersecurity as a 
precompetitive issue, being proactive in addressing 
threats rather than reactive to attacks, and looking  
at cyber technologies and cybersecurity posture as 
valued capital rather than as a liability, companies 
can raise their security posture and insulate them-
selves from cyber threats. This requires more research 
into quantifiable risk that can enable a meaningful 
regulatory approach and insurance market that should 
in time be rewarded by the market. 

All organizational levels, including company 
boards and C-suite leaders, must be engaged in 
cyber planning, response and recovery efforts. 
Cybersecurity is often considered the job of policy 
and IT experts. A shift in organizational culture 
across all organizational functions and levels to view 
cybersecurity as an issue of larger corporate rel-
evance, rather than simply a technology problem, is 
necessary to improve companies’ ability to protect 
against, respond to and recover from cyber-attacks. 

Industry and academia must work together  
to create a baseline curricula to educate a 
knowledgeable, cyber-savvy workforce. It is 
vitally important for the United States to have an 
adequate, viable cybersecurity workforce with a 
consistent, baseline level of knowledge. Diversity and 
inclusion will be essential in order to meet the bur-
geoning needs in this field. Hands-on experience 
and mentorship programs would also help increase 
interest while combatting the slow pace of curricu-
lum change. It would also be mutually beneficial for 
industry and academia to cross-pollinate and cycle 
practitioners and educators through both worlds. 
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Cybersecurity must be integrated into educa-
tional curricula outside traditional four-year 
universities and post-grad studies, including 
high schools and community colleges. The 
responsibility of educating on cybersecurity and 
computer science should not rest entirely on college 
and universities. College-level courses in cyber or 
computer science at the high school level would help 
expand the talent pool. Community colleges, with the 
support of industry executives, should also be con-
sidered a viable option for students and a viable 
recruitment pool for employers.

DIALOGUE 2

Cybersecurity: An Issue of National 
Security
April 25, 2018
Seattle, WA

Hosted by: Dr. Steven Ashby
Director
Pacific Northwest National Laboratory

The digitization of soci-
ety, proliferation of data 
and increased connect-
edness of products and 
services—particularly  
in America’s critical 
infrastructure sectors—
have transformed the 
ways Americans live 
and organizations 
operate. Yet, the tre-
mendous growth in the 
level of connectivity 

poses risks to U.S. global competitiveness as 
firewalls become the next frontline for battle in  
the United States. As a result, cybersecurity has 
become an issue of national security. 

The United States is facing a steady increase in the 
volume, types and sophistication of cyber-attacks. 
Organizations of all types—including industry, govern-
ment, academia and national laboratories—are 
assailed relentlessly by efforts from state and private 
entities to disrupt operations, steal information and 
increase their own competitiveness. These threats, 
which come in the form of traditional cyber-crime, 
military and political espionage, economic espionage 
and cyber warfare, carry considerable costs for the 
United States and the world. In fact, a study by 
Juniper Research suggests the annual cost of data 
breaches will reach $2.1 trillion globally by 2019, an 
increase of almost four times the estimated cost of 
breaches in 2015.46 

Cyber-attacks are particularly concerning when it 
comes to the 16 critical infrastructure sectors as 
defined by the DHS47—each of which plays an inte-
gral role in America’s economic and national security. 
A reliable energy grid, for example, is essential for 
any institution to operate. And while the DOE cur-
rently has plans to improve preparedness, response 
and recovery capabilities, 90 percent of the energy 
grid is operated by private companies—requiring 
strong public and private partnerships to ensure 

46	 The Future of Cybercrime & Security, Juniper Research, March 25, 2017.

47	 PPD-21 identifies 16 critical infrastructure sectors: chemicals; commer-
cial facilities; critical manufacturing; dams; defense industrial base; 
emergency services; energy; financial services; food and agriculture; 
government facilities; healthcare and public health; information technol-
ogy; nuclear reactors; materials and waste; sector-specific agencies; 
transportation systems; and water and wastewater systems. https:// 
www.dhs.gov/critical-infrastructure-sectors.
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these suppliers are resilient against and have  
the tools needed to respond quickly to potential 
cyber-attacks.48 

The increasing sophistication of cyber-attacks poses 
a constant threat to critical infrastructure. And as the 
availability of networks is called into question every 
day, the economic viability of U.S. businesses and the 
freedoms Americans exercise daily are in jeopardy.

Initial Findings
Cybersecurity should be built into industry and 
government contracts to incentivize broader 
adoption. Cybersecurity must be better incentivized 
using new, innovative market mechanisms. This could 
include building security into procurement mecha-
nisms or advancing how technologies are measured 
for security in order to institutionalize the adoption  
of security measures across the supply chain. 

A unified, clear research agenda across industry 
and government is needed in the cybersecurity 
space. When it comes to cybersecurity research, 
there is no clear, community-defined research 
agenda, resulting in duplication of efforts and inef-
ficient use of limited financial resources. A mecha-
nism is needed to organize the research community 
and marshal appropriate stakeholders and topics  
to shape the research agenda. 

Effort is needed to connect industry with labora-
tory and academic research to ensure knowledge 
transfer and reduce duplication. Discoverability of 
existing capabilities—both on the part of industry and 
the R&D community—is a significant challenge. Better 
coordination would reduce duplication of efforts—both 

48	 https://www.energy.gov/oe/activities/cybersecurity-critical-energyinfra-
structure.

within and across these communities—and help  
better align research priorities and commercial needs 
to scale-up security solutions. 

There must be a clearly-articulated federal 
model for cyber response to critical infrastruc-
ture attacks. While numerous government agencies 
are factoring cybersecurity into their programming 
and funding, there is minimal coordination across 
these programs. This would decrease duplication  
of efforts and improve resiliency and response 
capabilities in the face of cyber threats. 

There is an opportunity at the state or regional 
level to capitalize on the patriotism, altruism and 
tech savviness of younger generations to create 
coalition(s) of cyber first-responders. Current 
recovery times from cyber-attacks are long and 
static, threatening American security and economic 
interests. The United States needs a coordinated 
first-response effort to further regional cyber protec-
tion and response. One potential home for this effort 
could be within the National Guard. 

Globally-defined, security baselines are needed 
and must be informed by relevant stakeholders. 
Useful and practical security baselines would level 
the playing field and set basic expectations around 
how systems and networks can be deployed in 
recommended, secure configurations. Advances 
must be made through the product lifecycle to 
improve design, default and deployment, thereby 
building assurance around the resiliency of critical 
infrastructure to cyber-attacks and disruption. 
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Applying automated security monitoring to 
critical infrastructure sectors would significantly 
improve cyber defense. When applied to the 
observe-orient-decide-act loop, continual evaluation 
of security through artificial intelligence and machine 
learning can enable adversary detection, attribution 
and action prediction and improve response in a way 
that would reduce the asymmetric advantage of 
attackers and level the cyber defense playing field 
for critical infrastructure providers. 

Cybersecurity must be integrated into the aca-
demic curricula of related topics. While training 
cybersecurity professionals is a valuable endeavor, 
cybersecurity must be a key educational component 
for computer scientists, engineers and other profes-
sions in which security is a foundational concern. 
This will increase the pool of professionals with 
relevant and applicable cybersecurity skills across 
the most critical areas of need and ensure that 
future engineers across all disciplines are able to 
design and build secure systems. 

Barriers prohibiting practitioners to serve as 
educators must be reduced. While there are 
significant challenges around a mismatch between 
supply and demand of cybersecurity professionals, 
academia faces the compounding challenge of a 
lack of educators to train the workforce of tomorrow. 
A strategic effort on the part of industry and aca-
demia is needed to fill this gap.

DIALOGUE 3

Cybersecurity: Engaging Government  
& Policymakers
June 19, 2018
Washington, D.C.

Hosted by: Dr. Farnam Jahanian
President
Carnegie Mellon University

As computing power 
rapidly increases, the 
United States faces the 
challenge of protecting 
the latest technology 
from the increasing 
threat of cyber-attacks. 
This task will only 
become more difficult 
given the rising number 
of devices connected to 
the electric grid as 
smart homes and 

buildings become the norm. Although the United 
States is progressively making cybersecurity a higher 
priority for the nation, there is still much work to be 
done to secure critical infrastructure.

With the United States already at a disadvantage  
in comparison to its adversaries, U.S. policymakers 
must act to build resilience to the increasing threat 
and occurrence of cyber-attacks. Without a single 
group or entity within government designated to take 
charge in the face of a large-scale attack, adversar-
ies are able to maximize their already asymmetric 
advantage and exploit weaknesses in U.S. response 
capabilities. And while agencies like the DOE have 
taken critical steps to protect America’s energy 
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infrastructure, coordination and effective communi-
cation with Congress is necessary to ensure efficient 
use of the limited resources available to support 
nationwide cybersecurity.

Simultaneously, the challenges posed by the increas-
ing cyber threat from state and non-state actors 
continue to outpace the size of the workforce 
equipped with the skills to mitigate the growing risk. 
While programs exist throughout the federal govern-
ment—including the National Science Foundation’s 
CyberCorps®: Scholarship for Service, a scholarship 
program to recruit and train the next generation of 
information technology professionals, industry control 
system security professionals and security managers—
these efforts must be amplified in order to keep pace 
with the growing need for cybersecurity professionals.

Together, policymakers across all federal agencies 
must address the growing threat of cyberattack  
to the United States. Coordination and collaboration 
are essential if the United States is to secure itself 
against the threat of attack, enhance cyber resil-
ience, strengthen the cyber workforce and boost  
the awareness needed to remain competitive.

Initial Findings
There must be a clear, practical model for cyber 
response that identifies roles and responsibili-
ties of the public and private sectors. Numerous 
federal agencies currently have jurisdiction over 
different aspects of cybersecurity, leaving uncer-
tainty as to where responsibilities lie in the wake of 
an attack. Similarly, there is a lack of clarity on the 
part of industry as to the requirements. Clear leader-
ship in the cybersecurity space would help the 
United States maintain its competitive advantage  
by thwarting cyber threats.

Small and medium-sized businesses often lack 
access to the knowledge and resources needed 
to maintain an appropriate level of cybersecurity. 
Much of industry is below the cyber “poverty line,” 
meaning they do not have access to the resources 
needed for basic cyber hygiene, much less defense 
against nation-states. These businesses can serve 
as a gateway into larger organizations for attackers. 
Tools and guidance for small and medium-sized 
businesses would improve supply chain cybersecu-
rity overall.

Tools for assessing the performance, benefit 
and risk associated with cyber tools must be 
developed. Independent consumer reports, tests or 
assurance programs that correlate to improved 
cybersecurity posture would improve supply chain 
security and enable the uptake of proven security 
technologies.

The current talent pool cannot meet the rising 
demand for cybersecurity workers. Without 
intervention, the United States will experience a 
debilitating lack of talent to fill cybersecurity needs 
essential for maintaining competitive advantage 
globally. Tools must be developed to train cyberse-
curity professionals at all levels—from first response 
practitioners to experts. 

Cybersecurity must be incentivized as a risk 
management issue to raise the overall security 
posture of American industry and critical infra-
structure. When cybersecurity is perceived by 
businesses as a cost, decisions are made from  
a cost-benefit perspective rather than a risk manage-
ment vantage point. This becomes a challenge as 
cybersecurity risks span beyond the source of the 
incident. Cyber protections and processes must  
be valued as capital rather than cost.
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Security must be built into products and systems 
from the very earliest stages of development. The 
pace of innovation and technology uptake by the 
general public has historically been driven by conve-
nience and functionality, as opposed to security. This 
creates a situation where technology is used long 
before its security implications are understood. 
Creating a basic blueprint that provides a succinct 
path for security-enabled technologies to transition 
from research to market will minimize stranded 
research and increase the overall security posture  
of the United States by facilitating the introduction  
of new, more secure products to the market.
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About the Council on Competitiveness

For more than three decades, the Council on Com-
petitiveness (Council) has championed a competi-
tiveness agenda for the United States to attract 
investment and talent, and spur the commercializa-
tion of new ideas. 

While the players may have changed since its found-
ing in 1986, the mission remains as vital as ever—to 
enhance U.S. productivity and raise the standard of 
living for all Americans.

The members of the Council—CEOs, university 
presidents, labor leaders and national lab directors—
represent a powerful, nonpartisan voice that sets 
aside politics and seeks results. By providing real-
world perspective to Washington policymakers, the 
Council’s private sector network makes an impact on 
decision-making across a broad spectrum of issues 
from the cutting-edge of science and technology, to 
the democratization of innovation, to the shift from 
energy weakness to strength that supports the 
growing renaissance in U.S. manufacturing.

The Council’s leadership group firmly believes that 
with the right policies, the strengths and potential of 
the U.S. economy far outweigh the current chal-
lenges the nation faces on the path to higher growth 
and greater opportunity for all Americans.

Council on Competitiveness
900 17th Street, NW
Suite 700
Washington, D.C. 20006
+1 (202) 682-4292
Compete.org 
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Ensuring	Prosperity	and	National	Security	in	a	Digital	Economy	
An	initiative	of	the	Energy	and	Manufacturing	Competitiveness	Partnership	

 
 

Background 
 
America’s critical infrastructure is an integral part of national security and homeland 
security. Maintaining the 16 critical infrastructure sectors, which include critical 
manufacturing, energy, financial services and transportation, requires coordinated 
action on the part of government (federal, state, and local), the private sector, and the 
U.S. military.  
 
The U.S. military has acute dependence on critical infrastructure both domestically 
and internationally.  The Department of Defense has over 15,000 computer networks 
among 4,000 worldwide installations, and approximately ninety-eight percent of U.S. 
government communications travel over civilian owned and operated networks.1 In 
fact, roughly eighty-five percent of U.S. critical infrastructure is privately owned or 
operated, and these networks are highly vulnerable.  The significant cybersecurity 
threat jeopardizes America’s critical infrastructure and, along with it, the economic 
viability of U.S. businesses and the freedoms Americans exercise every day. 
 
Despite the notable risk cyber threats pose to American prosperity, there is a wide 
disparity in investment, maturity, coordination and training on cybersecurity across 
the various critical infrastructure sectors. According to the US Bureau of Labor 
Statistics, in 2016 the cybersecurity field experienced an increasing  shortage  of  
practitioners  with  over  a  quarter-million  positions  remaining  unfilled  in  the  US  
alone  and  a  predicted  shortfall  of  1.5  million  cybersecurity  professionals  by  
2019.  Yet cyberspace is the nervous system of critical infrastructure sectors– both in 
terms of traditional information technology and operational technology. 
 
According to the Department of Homeland Security, 56 percent of all cyber incidents 
against critical infrastructure in 2013 were directed at energy infrastructure, mostly 
the electric grid.  In the 2017 Verizon Data Breach Investigations Report, it reported 
that 63% of breaches of manufacturing and utilities were cyber-espionage related 
with the majority of those attacks were triggered by phishing.  Almost ¾ of breaches 
were attributed to state-affiliated threat actors.2  This figure has declined as cyber-
attacks against other critical infrastructure have grown, but the threat to our energy 
infrastructure remains high. Failure to take responsible action leaves the U.S. 

                                                
1 2013 DoD Task Force Report on Resilient Military Systems 
2  2017 Verizon Data Breach Investigations Report 
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vulnerable to a variety of threats. Nation-states such as Russia, China, and Iran 
threaten U.S. critical infrastructure and assets in the interest of furthering their 
objectives. Cyber espionage is rampant, with U.S. companies estimated to be losing a 
staggering $300 billion every year in intellectual property. 
 
Rapid advancement in cyber technology development is being fueled by industry 
modernization, e-commerce and consumer entertainment.  The interconnectedness 
and openness made possible by the Internet and broader digital ecosystem create 
unparalleled value for society. But these same qualities make securing today’s cyber 
landscape difficult.  Technological advancement is outpacing security and will 
continue to do so unless we change the way we approach and implement 
cybersecurity strategies and practices.   
   
Objectives 
	
The	Council,	in	partnership	with	Pacific	Northwest	National	Laboratory,	Verizon		
Enterprise	Solutions	and	Carnegie	Mellon	and	key	representatives	from	other	
National	Labs,	industry,	academia,	propose	to	host	three	dialogues,	each	with	
30-40	experts,	focused	on	the	challenges	and	cybersecurity	coordination	
required	in	each	of	the	following	areas:		
• Industry	–	examining	both	the	role	of	the	private	sector	in	U.S.	critical	

infrastructure,	the	differences	in	priorities	across	various	sectors,	and	U.S.	
industry	reliance	on	critical	infrastructure	operations.	

• Government	–	examining	the	role	of	government	in	bridging	the	gap	with	
private	industry,	encouraging	appropriate	information	sharing,	and	
modeling	their	correct	role(s)	and	responsibilities	in	the	innovation	cycle.	

• Military	–	with	specific	focus	on	the	domestic	critical	infrastructure	
dependence	and	challenges	in	cybersecurity	collaboration	with	OGA	and	
the	private	sector;	along	with	a	unified	concept	of	operations	and	
cybersecurity	coordination	(detection	through	response).	

	
Crosscutting	Themes	
 
In	each	of	the	planned	dialogues	a	series	of	inter-related	topics	will	be	explored.		
These	topics	not	only	have	direct	correlation	to	the	cybersecurity	challenges	in	
U.S.	critical	infrastructure	protection,	but	without	a	clear	doctrine	to	drive	U.S.	
action	the	isolated	improvements	in	one	area	may	have	minimal	effect	
nationally.		The	themes	we	will	explore	include:	

	
Cyber-physical	Systems	
	

Cyber-Physical	Systems	(CPS)	are	smart,	networked	systems	with	
embedded	sensors,	processors,	and	actuators	designed	to	sense	and	
interact	with	the	users	and	support	real-time,	guaranteed	performance	in	
safety-critical	applications.	CPS	systems	are	an	increasing	part	of	all	
national	critical	infrastructures,	finding	new	applications	of	CPS	
technology	to	improve	everyday	life	and	even	transforming	views	of	a	
society	and	community.	A	2014	NSTCA	report	projected	a	staggering	26-
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to-50	billion	cyber-physical	devices	will	be	deployed	in	manufacturing,	
business,	and	home	applications	by	2020.			
	
Cyber-physical	systems	use	dedicated	communication	channels	to	enable	
remote	control	of	large	industrial	and	manufacturing	equipment	such	
electrical	generators	and	power	transmission	and	distribution.	These	early	
systems	were	very	specialized	proprietary	systems,	separated	from	the	
Internet	and	its	risks.		The	economic	advantages	of	the	Internet	and	
increasing	functionality	of	commodity	networking	and	information	
technology,	however,	have	incentivized	the	re-architecting	of	these	
systems,	leading	to	new	cybersecurity	risks	that	now	affect	the	safety	and	
availability	of	the	services	provided	by	critical	infrastructures.	The	threats	
include	purposefully	coordinated	existential	threats	to	national	critical	
infrastructures.	Cybersecurity	will	be	a	daunting	challenge	at	this	
unprecedented	scale	with	billions	of	unprotected	low-end	commodity	
networked	devices	in	many	diverse	applications.	
	
	

The	Innovation	Cycle	
Sound	cybersecurity	research	must	have	a	basis	in	controlled	and	well-
executed	experiments	with	operational	relevance	and	realism.	That	
requires	tools	and	test	environments	that	provide	access	to	datasets	at	the	
right	scale	and	fidelity,	ensure	integrity	of	the	experimental	process	and	
support	a	broad	range	of	interactions,	analysis	and	validation	methods.		
Efforts	to	ground	the	research	and	provide	protections	to	those	
organizations	that	voluntarily	share	their	sensitive	data	with	researchers	
remain	problematic.			
	
A	well-articulated,	coordinated	process	that	transitions	research	
discoveries	into	practice	is	essential	to	ensure	high-impact	federal	
cybersecurity	R&D.	The	research	community,	which	focuses	on	developing	
and	demonstrating	novel	and	innovative	technologies,	and	the	operational	
community,	which	needs	to	integrate	solutions	into	existing	industry	
products	and	services,	are	not	always	aligned.	An	effective	technology	
transfer	program	must	be	an	integral	part	of	our	national	strategy	and	rely	
on	sustained	and	significant	public-private	participation.	
	
	

Workforce	Development	
The	Quadrennial	Review	highlights	workforce	development	as	an	area	of	
required	focus	in	order	to	protect	critical	infrastructure,	such	as	the	
energy	grid,	from	cyber-attacks.	Given	the	increasing	role	technology	plays	
in	our	critical	infrastructure,	it	is	vitally	important	that	our	nation	has	an	
adequate,	viable	cybersecurity	workforce	to	ensure	the	security	of	our	
critical	infrastructure,	but	also	to	address	a	myriad	of	national	security	
and	domestic	issues.		
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This	is	a	multi-dimensional	challenge	requiring	concerted	effort	across	
many	areas	in	which	academia,	national	labs,	and	the	government	all	must	
play	a	role.		The	race	to	respond	to	cyber	workforce	needs	has	led	to	
inconsistency	in	program	quality	and	stove	piping	of	expertise.	There	is	a	
need	for	consistent,	high-quality	cybersecurity	curricula	that	is	integrated	
with	science	and	engineering	programs	at	all	levels	in	the	university	
system	and	continual	education	and	training	exercises	given	the	fast-
moving	nature	of	cybersecurity,	as	well	as	availability	of	practical	training	
opportunities	and	outside-the-classroom	activities	that	provide	real-work	
experience.	
	
	

Unified	Concept	of	Operations	
Recent	data	breaches	suffered	by	companies	including	JPMorgan	Chase,	
FedEx,	Target,	Sony,	and	health	insurer	Anthem	–	have	spurred	past	
Presidential	action	to	call	for	stricter	cybersecurity	measures,	including	
higher	legal	penalties	for	hackers	and	legislation	that	would	facilitate	
better	sharing	of	threat	information	between	companies	and	government.		
Examples	of	both	good	and	poor	collaboration	between	government	and	
industry	post	an	attack	exist,	but	efforts	to	date	have	left	most	companies	
uncertain	about	the	best	way	to	engage	government,	who	to	engage,	how	
far	to	extend	trust,	and	where	the	cyber	risk	management	becomes	an	
individual	corporate	issue	vs.	a	national	issue.	
	
While	the	National	Institute	for	Standards	and	Technology	published	a	
Framework	for	Improving	Critical	Infrastructure	Cybersecurity	in	2016,2	
there	is	currently	no	proven	and	adopted	framework	for	U.S.	industry	and	
government	in	the	event	of	cyber-attack	on	one	or	more	corporate	entities.		
	
	

Information	Sharing	
One	of	the	key	findings	from	the	2013	PCAST	cybersecurity	report	was	the	
need	to	improve	government	in	industry’s	capacity	to	respond,	in	real	
time,	to	cyber	threats	by	sharing	data	on	these	threats	more	extensively—
in	appropriate	circumstances	and	with	publicly	understood	interfaces—
between	private-sector	entities	and	Government.		The	importance	of	
information	sharing	for	critical	infrastructure	was	also	highlighted	in	PPD-
21,	and	the	Administration	has	encouraged	legislative	initiatives	to	
address	information	sharing	in	all	sectors.		
	
But	while	pockets	of	excellence	exist	in	effective	information	sharing	and	
collaboration	between	industry	and	government	(e.g.	CRISP	in	the	
electrical	sector),	the	expansion	to	and	adoption	by	other	critical	
infrastructures	has	been	far	too	slow.		Where	scalable	models	exist,	and	
have	been	proven	over	years	of	usage,	there	is	a	need	for	broader	
application	and	better	definition	of	the	role	of	the	government	in	

                                                
2 https://www.nist.gov/sites/default/files/documents/cyberframework/Cybersecurity-Framework-for-FCSM-Jan-2016.pdf 
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encouraging	and	incentivizing	scale-up	and	of	industry’s	role	in	
prioritizing	and	organizing	for	success.	While	President	Trump’s	recent	
executive	order	seeks	to	protect	critical	infrastructure	from	cyber	attacks	
by	mandating	a	top-down	review	of	cybersecurity	and	holds	agencies	
accountable	for	safeguarding	digital	information,3	there	still	lacks	a	
mechanism	for	communication	across	different	agencies	and	sectors.		

	
Valuation	of	Cyber	Security	and	Best	Practices	

Traditionally,	cyber	defenses	and	practices	have	been	viewed	as	a	cost	that	
must	be	balanced	against	a	risk	that	is	being	mitigated.	This	has	led	to	a	
risk-based	approach	to	identifying	cyber	vulnerabilities	and	threats	that	
warrant	the	associated	investment.	This	approach	can	lead	stewards	and	
owners	of	critical	infrastructure	to	opt	out	of	cyber	defenses	and	best	
practices	they	view	as	cost-prohibitive	given	an	assumption	of	likelihood	
or	threat	of	cyber	attack.	This	approach	has	proven	to	be	costly	when	
breaches	occur.	According	to	IBM’s	2016	Cost	of	Data	Breach	Study,	the	
total	average	cost	of	data	break	incidents	for	U.S.	companies	is	$7.01	
million,	up	from	$6.53	million	in	2015.4	
	
If	instead	of	viewing	cyber	technologies	and	practices	through	the	lens	of	
cost	and	benefit	they	were	treated	and	valued	as	capital,	owners	and	
operators	of	critical	infrastructure	might	arrive	at	very	different	priorities	
for	investing	in	state	of	the	art	cyber	capabilities.	Providing	a	model	for	
valuation	of	cyber	security	and	best	practices	would	require	input	from	a	
diverse	group	that	includes	owners,	operators	and	stewards	of	critical	
infrastructure,	government	regulators	and	oversight	representatives,	
consumers	of	critical	infrastructure	services	and	products,	the	R&D	and	
engineering	community	tasked	with	innovating	in	this	area,	and	military	
and	other	representatives	tasked	with	defending	the	infrastructure	
outside	a	profit	motive.	
	
	

Outcomes	
	
The	findings	and	recommendations	around	the	six	key	themes	garnered	from	
each	of	the	three	dialogues	will	be	synthesized	into	a	national	agenda	
articulating	a	policy	doctrine	on	American	cybersecurity.		
	
From	that	doctrine,	we	will	identify	the	“tent	pole”	actions	that	must	be	taken	by	
specific	organizations	to	meet	the	challenges	and	capitalize	on	the	opportunities	
presented	in	the	doctrine.		
	
This	doctrine	will	be	shared	widely	with	Congress,	the	Administration	industry	
leaders	and	academia	to	drive	action	and	protect	American	interests	from	the	
growing	threat	of	cyber	attack.	

                                                
3 https://www.whitehouse.gov/the-press-office/2017/05/11/presidential-executive-order-strengthening-cybersecurity-federal 
4 https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03094USEN 
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