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Letter from the Board

We are pleased to share with policymakers and the
public an important update to one of the Council on
Competitiveness’ (Council) seminal reports, Trans-
form, which was first released in 2007. The result

of a multi-year assessment of the synergy between
competitiveness and security, Transform made the
case for resilience in the face of a myriad of potential
threats to businesses, government and U.S. critical
infrastructure. While the nomenclature of resilience
has since become commonplace, the decimating
impact of the COVID-19 virus on the U.S. economy
and the lack of preparedness by the public and
private sectors is evidence that the warnings and
recommendations in Transform remain relevant 13
years later. In short, the United States knew this was
coming, and the country was not ready.
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The Council is updating Transform in the hope that
the country can refocus on resiliency, so that the
standard against which future crises are measured
is not how long the economy has to be shut down,
but whether a shut down is necessary. Done right,
resilience can help shape U.S. destiny and allow gov-
ernment to focus on a response to any crisis, not be
controlled by it. There is no reason that the conven-
tional wisdom of needing 12-18 months to recover
from the COVID-19 pandemic needs to be standard
operating procedure in the future.

Importantly, the response to the pandemic has high-
lighted many potential pathways to greater resilience
in the future, including the ability to supplant or
complement supply chains through 3D printing, the
rapid re-skilling and deployment of workers, and the
utilization of disruptive technologies from Al to au-
tomation to biotechnology to minimize the economic
impact of the crisis and shorten the time frame to
normalcy.
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Dr. Michael M. Crow
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International President, IBEW, and
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What was true 13 years ago remains just as true
today—resilience is a cornerstone of economic
competitiveness and new value creation. There is
unquestionably a business case for security and that,
done right, security can be a productivity-driver, not
a sunk cost. This realization is increasingly important
in a global economy increasingly characterized by
uncertainty, complexity, connectivity and speed. The
Council described this risk landscape as an emerg-
ing competitiveness challenge in 2007. Today, it is
reality and to prosper nations, businesses and orga-
nizations must have the capability to survive, adapt,
evolve and grow in the face of change.

The Council is proud to offer this update, which
reiterates a strategy of resilience for both the public
and private sectors.
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Mr. Samuel R. Allen
Chairman and Chief Executive Officer, Deere & Company,
and Chairman Emeritus, Council on Competitiveness
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Executive Summary—This Should

All Sound Familiar

In 2007, the Council on Competitiveness (Council)
released Transform, making the case that resilience
could be a competitive advantage enabling busi-
nesses, higher education and the public sector to
recover from crises more quickly. There was a rec-
ognition that globalization, technological complex-
ity, interdependence, terrorism, climate and energy
volatility, and pandemic potential were increasing the
level of risk that societies and organizations faced.
And that risks were increasingly interrelated. There-
fore, the ability to manage emerging risks, anticipate
the interactions between different types of risk, and
bounce back from disruption would be a competitive
differentiator for companies and countries alike in the
21st century. That was the conclusion 13 years ago.

With more than 188,500 Americans dead, at least
13.6 million Americans unemployed,> GDP growth at
-31.7 percent,? colleges and universities struggling to
reopen, and no congressional infrastructure in place
to enable remote legislating—it is fair to ask: did any-
one listen? The COVID-19 pandemic that has shaken
the global economy may have been unexpected,

but it was not unanticipated. Yet, policymakers and
other stakeholders are treating the pandemic like

a once-in-a-lifetime occurrence that could not have
been planned for and that will require 12-18 months
at least from which to recover. That is not resilience.
That is capitulation.

1 https://covid.cdc.gov/covid-data-tracker/#cases.
https://www.bls.gov/news.release/empsit.nrO.htm.

https://www.bea.gov/news/2020/gross-domestic-product-2nd-quar-
ter-2020-second-estimate-corporate-profits-2nd-quarter.

To drive home the point that a focus on resilience
should have been standard operating procedure for
the public and private sectors by now, the follow-

ing insights and recommendations from the origi-
nal Transform report are included below. That they
remain relevant is both a testament to the foresight
of the Council and its members and to the lack of
urgency and implementation by critical stakeholders.

What Policymakers Should Know

The national objective is not just homeland protec-
tion, but economic resilience—the ability to mitigate
and recover quickly from disruption.

There are an infinite number of disruption scenarios,
but only a finite number of outcomes. Leading orga-
nizations do not manage specific scenarios, rather
they create the agility and flexibility to cope with
turbulent situations.

Government regulations tend to stovepipe different
types of risk, which impedes companies’ abilities

to manage risk in an integrated way. Policies to
strengthen risk management capabilities would serve
both security and competitiveness goals.

What Business Should Know

Businesses must root the case for investment in
resilience strategies to manage a spectrum of risks,
not just catastrophic ones.



Making a business case for investment in defenses What Business Should Do
ggainst Ilow-lprobability events (evlen thoselwith high Walk the Talk at the Top
impact) is difficult. However, making a business case , ,

. ) o * Inspire cultural transformation
for investments that assure business continuity and
shareholder value is not a heavy lift. Link Operational Risk to Revenues
* Organize risk management processes

The investments and contingency plans these lead- ,
as a continuum

ing companies make to manage a spectrum of risk
create a capability to respond to high-impact disas- ~ Take a Systems Approach
ters as well. * Identify critical vulnerabilities across business

Operational risks are growing rapidly and outpacing assets and operations

many companies’ abilities to manage them. Manage with Metrics
» Benchmark risk management performance

Corporate leadership has historically viewed oper- on the operational side

ational risk management as a back office control
function. But managing operational risks increasingly ~Harness New Technologies

affects real-time financial performance. * Apply technology solutions, that create early
warning and tracking capabilities, as well as

Lack of collaboration between risk specialties, and 9 )
coordination across the organization

lack of consistent and “leading” metrics to anticipate

emerging or interacting risks, are important gaps in Create Adaptive Capacity

the risk management process. * Develop capabilities to mitigate a variety
of outcomes from disruptions

What Policymakers Should Do

Lead by Incentive What Universities Should Do

* Include resilience criteria in procurement and Learning to Change
research and development processes + Create cutting-edge, cross-disciplinary resilience

. . curricula and research centers
Reinforce Market Mechanisms

+ Explore expanded U.S. Securities and Exchange Invest in Training and Education to Change
Commission (SEC) disclosure requirements on the Culture:
non-financial material risks * Create a Resilience Curriculum Fund to embed
Reduce Risk and Cost for Resilience Solutions resilience in undergraduate and professional

* Leverage computational capabilities of universities education

and national laboratories to strengthen modeling ¢ Stimulate cross-disciplinary research centers
and simulation of operational risks on resilience

+ Catalyze regional networks for crisis management
and information exchange

* Expand technology test beds to demonstrate the
cost effectiveness of resilience solutions
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Key Findings

After the shock of 9/11, the Council on
Competitiveness introduced the concept

that America’s security is also a national
competitiveness challenge.

Our economy—the engine of jobs and prosper-
ity—could be brought to its knees by a well-placed
terrorist attack. And, for the first time in our nation’s
history, its economic assets and infrastructure were
on the front lines of a battlefield: key targets and
even pathways for attack. By the same token, how-
ever, the economy could suffer an equally damaging
blow from excessive security measures that stifled
productivity and slowed commerce.

What we learned is that the challenge is not security,
it is resilience.

What Policymakers Should Know

It's a Whole New Ball Game for Risk
(Irrespective of Terrorism)

Globalization, technological complexity, interde-
pendence, and speed are fundamentally changing
the kind of risks and competitive challenges that
companies—and countries—face. Failure, whether by
attack or accident, can spread quickly and cascade
across networks, borders and societies. Increasingly,
disruptions can come from unforeseen directions
with unanticipated effects. Global information and
transportation networks create interdependencies

What is Resilience?

Definition adopted from Center for Resilience, The Ohio
State University.

Resilience is the capacity for complex

systems to survive, adapt, evolve

and grow in the face of turbulent
change. The Resilient Enterprise is risk
intelligent, flexible and agile.

that magnify the impact of individual incidents.
These new types of risk demand new methods
of risk management.

Resilience Trumps Protection

Homeland security is often seen as a protective,
even defensive, posture. But Maginot lines are
inherently flawed. Fences and firewalls can always
be breached. Rather, the national focus should be
on risk management and resilience, not security and
protection. Resilience—the capability to anticipate
risk, limit impact and bounce back rapidly—is the ulti-
mate objective of both economic security and corpo-
rate competitiveness.

The Business Case Begins with Business Risks
The business case for investment in resilience has
to be rooted in meeting a spectrum of business
risks. It cannot be based solely on the possibility of
disaster. In fact, most of the investments that lead-



ing organizations are making—investments that can
run in the hundreds of millions of dollars—are aimed
at managing the risks they face on a day-to-day
basis. For example, the supply chain flexibility that
Wal-Mart pioneered—a capability that enabled the
company to operate despite the devastation wrought
by Hurricane Katrina—was not specifically created

to cope with catastrophe. Rather, Wal-Mart's signifi-
cant investments in RFID tags, software, and staging
centers were intended to meet the day-to-day com-
plexities of customer demand. But in the process,
Wal-Mart's supply chain resilience also created
extraordinary disaster management capabilities.

Regulatory Solutions Often Reinforce Risk Silos
For companies, there are an infinite number of dis-
ruption scenarios, but only a finite number of out-
comes. In the end, it does not matter whether power
failures, floods, strikes or terrorist attacks cause the
down time. Causes count less than creating the
agility and flexibility to mitigate risks and manage
outcomes.

Government, however, tends to see different cate-
gories of risk—terrorism and natural disaster, climate
change, worker safety, governance—as different
problems requiring separate sets of regulatory solu-
tions. In today’s risk environment, that creates three
potential problems:

* First, it often results in a “check the box” response
that is at odds with the need to create value by
managing risk on an enterprisewide basis.

Causes count less than creating
the agility and flexibility to mitigate
risks and manage outcomes.

» Second, because risks cascade across networks
and private enterprises in complex ways, risk silos
may actually increase risk exposure.

+ Third, it sets up the potential for inconsistent and
often overlapping sets of regulatory requirements,
which raise cost and complexity without actually
improving outcomes.

What CEOs and Boards Should Know

Enterprise Risk Management is a Competitive
Advantage

Businesses make money by taking risks, but lose
money by failing to manage them. A study by
Deloitte Research indicated that many of the larg-
est losses in value among the world’s largest global
companies were a result of a failure to manage risk
effectively and systematically. The study found that
most firms were exposed to more than one type

of risk—whether strategic, operational, market or
financial—and failed to manage the relationships
among these different types of risk. Actions taken
to address one type of risk had the potential to
increase exposure to other types of risk.
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1. Operational Risk Identified as Most Important Risk Facing Executives Today
Source: Tillinghast. “A Changing Risk Landscape.” New York: Towers Perrin, November 2006.

Most Important
Risk Domains

Operational Risk
Property/Casualty Insurance
Business Continuity
Financial/Capital Markets
Compliance

Information Technology

Life and Health Insurance

I 5
0 5

2
— 19
— 16
I— 14
I— 13
R

10 15 20 25

RISK RANKING OUT OF 100 POINTS

The failure to manage risk on an enterprise basis
takes a huge toll. The study found that almost half
of the 1000 largest global companies suffered
declines in share prices of more than 20 percent

in a one-month period between 1994 and 2003,
relative to the Morgan Stanley Capital International
(MSCI) World Index. And the value losses were often
long-standing. By the end of 2003, share prices for
one-quarter of the companies had not recovered to
their original levels.’

Managing Operational Risks is Key

The business equivalent to homeland security and
critical infrastructure protection is operational risk
management—a domain that many executives see
as the most important emerging area of risk for their
firms (see Chart 1, above).

1 Deloitte Research. “Disarming the Value Killers.” Deloitte, February
2006.

Increasingly, failure to plan for operational resilience
can have “bet the firm” results.

* Research on supply chain resilience demonstrated
that the 835 companies that announced a
supply chain disruption between 1989 and 2000
experienced 33 percent to 40 percent lower
stock returns than their industry peers, regardless?
of industry, cause of disruption or time period.
Such firms experienced 7 percent lower sales
growth and 11 percent higher costs. Changes
in operating income, sales, total costs and
inventories remained negative in the two years
after the problems were disclosed.?

ibid.

3 K.B.Hendricks & V. R. Singhal. “An Empirical Analysis of the Effect of

Supply-Chain Disruptions on Long-Run Stock Price Performance and
Risk of the Firm." Productions and Operations Management. 14 (2005)
35-52. In FM Global, “The New Supply Chain Challenge: Risk Manage-
ment in a Global Economy.” (April, 2006).



2. Boards Are Less Confident in Non-financial Risk Management

Source: Deloitte. “In the Dark |1 Deloitte, 2007.

How would you rate your organization’s record
of measuring and monitoring financial and non-
financial aspects of performance?

50% B NON-FINANCIAL RISKS

B FINANCIAL RISKS
40%

30%

21%

: 13% L
. 0% 1%

Poor Fair

PERCENT

Average

+ 25 percent of companies that experienced an
IT outage of two to six days went bankrupt
immediately. Ninety-three percent of companies
that lost their data center for 10 days or more
filed for bankruptcy within a year.*

Operational Risks Remain Stove piped

and Under-measured

Different aspects of operational risk—physical and
employee security, environmental health and safety,
IT security, business continuity, disaster manage-
ment, supply chain security, energy supply and qual-
ity—are frequently separated from one another within
the organization, and sometimes de-linked from
overall corporate risk management.

4 Economist Intelligence Unit. “Business Resilience: Ensuring Continuity
in a Volatile Environment.” The Economist. 2007. Citing a U.S. National
Archives study.

37%
24%
12%
5%

447%

43%

Good Excellent

On the financial side, there are increasingly sophisti-
cated systems that measure market and credit risk—
often using sophisticated algorithms and supercom-
puters to model risk exposure. By contrast, although
operational risks are arguably at least as complex,
operational risk exposure tends to be measured by
checklists, which are often based on experience and
instinct. In fact, as Chart 2 (above) indicates, boards
are not as comfortable with their non-financial as
their financial risk management.

In 2020, almost all respondents considered
their institution to be extremely or very
effective in managing traditional financial
risks. In contract, roughly half said the
same about non-financial risks.®

5  https://www2.deloitte.com/content/dam/insights/us/articles/4222_
Global-risk-management-survey/DI_global-risk-management-survey.
pdf.
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Industry Continues to Face a Risk of Reactive
Regulation

Given that six years have passed since 9/11, it is
tempting to believe that the danger of a major attack
on the United States has abated. Unfortunately,

a successful and devastating attack on U.S. soil
remains the gold standard for global terrorism. To
date, efforts to regulate security have been incre-
mental and sector-specific. But regulatory incremen-
talism could become a regulatory tsunami if a major
attack occurs and industry has not taken the neces-
sary steps to ensure its resilience.

Executive Priorities

Priorities for CEOs and Boards

Corporate executives need to transform current risk
management practices with a vision and strategy to
implement enterprisewide approaches, and build in
the flexibility, agility and adaptability that are charac-
teristic of resilient systems.

Walk the Talk at the Top Inspire cultural transforma-
tion by creating a vision for the enterprisewide resil-

ience approach, connect the organizational silos, and
engage the entire workforce in risk management.

Link Operational Risk to Revenues Organize risk
management processes as a continuum—from pre-
vention to profit—to enable consideration of financial
trade-offs among different approaches.

Council on Competitiveness The Resilient Economy: Integrating Competitiveness and Security

Take a Systems Approach Identify critical vulnerabil-
ities across business assets and operations, includ-
ing competitive context, and analyze how disruptions
might unfold.

Manage with Metrics Benchmark risk management
performance on the operational side, identify leading
rather than lagging indicators, and quantify the effec-
tiveness of alternative risk management strategies.

Harness New Technologies Apply technology solu-
tions that create early warning and tracking capabili-
ties, as well as coordination across the organization.

Create Adaptive Capacity Develop capabilities to
mitigate a variety of outcomes from disruptions,
regardless of cause, rather than planning for specific
scenarios.

Priorities for Universities

Universities should position themselves to drive
new research, knowledge creation and educational
curricula that will build the theoretical and practical
groundwork for a resilient economy.

* Create cutting-edge, cross-disciplinary resilience
curricula that prepare students for a turbulent,
interdependent work environment.

* Develop interdisciplinary research centers that
help government and industry respond to the
challenges of building resilience.

* Galvanize local and regional efforts to enhance
infrastructure resilience and preparedness along
with economic development.



» Communicate the importance of aligning security
and competitiveness to policy-makers, business
leaders, and the public.

Priorities for Public Policymakers

Public policy should strive to reduce uncertainty and
inconsistency, lead by incentive where possible,

use market mechanisms more creatively and
public-private partnerships more effectively, and
support education and training programs that change
cultures.

Lead By Incentive

* Leverage the government'’s buying clout to embed
resilience criteria in the procurement selection
processes and supply chains.

* Leverage the government’s investments in
technology to embed resilience criteria in the
evaluation and selection process for emerging
technologies.

Leverage Market Incentives More Creatively
* Expand guidance on disclosure of non-financial
material risks in SEC filings.

* Support policies that incentivize risk management
through the market rather than through
prescriptive regulation.

Effective Partnerships: Reduce Risk and Cost

Fund additional research to develop sophisticated
computational modeling of operational risk and
quantitative measures of effectiveness in risk
management processes.

Create regional networks to exchange information
on infrastructure or system risk management,
crisis planning and preparedness, non-proprietary
best practices, and intelligence-sharing between
the public and private sectors.

Expand the program of technology test beds,
such as the U.S. Department of Energy National
SCADA Test Bed, which helps companies test
how their current operating systems would
interface with innovative security solutions.

Education and Training: Change the Culture
e Establish a Resilience Curriculum Fund under

which universities and other education/training
providers could apply for competitively awarded
grants to develop resilience curricula and training
programs, either stand-alone or embedded in
existing curricula.

Stimulate cross-disciplinary synthesis of resilience
and research at a system level.
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Seeking the Upside of

Cross-Sectoral Truths

The Council’s core insight immediately following
the events of 9/11 was that the attacks not only
had critical security repercussions, they also
had major competitiveness implications. With so
much of the economic infrastructure owned or
operated by the private sector, any solution for
addressing homeland security threats and scal-
able responses would have to come from within
business, not imposed from the outside.

If integrated quality and safety management systems
could become business drivers and pathways for pro-
ductivity growth, why couldn’t the same be true for
integrated security management (see “We've Been
Here Before” at right)?

Chart 3 (page 13) lays out a framework of the pro-
spective business benefits from security.

Why Companies May Not Recognize
the Business Benefits of Security

Despite the prospective bottom-line benefits from
security, most companies have not moved creatively
to capture them. Many continue to see security as
a necessary function, but not a core business value.
Organizationally, the security function is often dis-
connected from business continuity and business
drivers. Few companies have developed consistent
metrics to quantify cost, benefits or performance.

RESIMENCE

We’ve Been Here Before

It is instructive to remember that 30 years ago,
America’s business leaders thought that qual-
ity was a luxury they couldn't afford until the
Japanese demonstrated that building quality
into processes and production, rather than
inspecting out the rejects, was a better formula
for success. In fact, the Council on Competitive-
ness was born as part of America’s response

to the total quality management challenge from
Japan.

In the same way, the chemical industry created
a new framework for integrated safety man-
agement after the disaster in Bhopal, India.
Today, the industry calculates that the savings
from its safety program are five times greater
than the direct cost of injuries—which includes
the avoided costs of lost production, process
interruptions, equipment replacement, litigation
and damage to employee confidence, customer
relations and public image. The drive toward
zero accidents was not just the right thing to do;
it became a best business practice.



3. Business Benefits of ey iNeEE

Source: Council on Competitiveness

Cost Savings and
Productivity Gains

Improved crisis response

processes
and recovery

Consulting Services

Streamlining
processes/improved

workflow competitors

Reduced losses from fraud

Reduced risk of service
disruption

Creation of New
Revenue Streams

Lower insurance costs ¢ Innovative, patentable
security-related product and

Proprietary solutions sold to

Improved Compliance
Capability

* Greater confidence and
optimized cost in meeting
regulatory/legal
requirements

Mitigated scrutiny by
media/regulators

Competitive Benefits
* Improved Shareholder Value
* Better Bond / Share Ratings
* Positive Brand Image

e Customer Satisfaction

The barriers to the business case are often organi-
zational and cultural—a product of the way in which
companies have historically positioned security.
Looking across sectors, there are common patterns
that capture some of these critical barriers.

Security Is Not Linked to Strategic Planning
and Risk Management

Security in many of the sectors was not aligned with
business strategy and not integrated into strategic
planning, product development, engineering risk
management or supply chain management. Indeed,
the security function often does not report at the
same level as other senior managers, resulting in
what one executive called “security by obscurity”.

MIA: Metrics for Success

In most companies, metrics to capture the value of
the security function to the enterprise are unavail-
able, anecdotal or inconsistent. The lack of a frame-
work to demonstrate efficiency gains, reduced theft
or fraud, new business opportunities or new markets
is a critical barrier. The inability to measure value
reinforces the conventional perception that secu-
rity is an overhead cost rather than a core business
enabler. And, it impedes the ability to develop mar-
ket-based standards by which ratings agencies or
the insurance companies could assess different
types of security risks.
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Security Functions Are Stove Piped

In a number of companies, different aspects of secu-
rity are siloed by function: physical and employee
security; supply chain security; IT security; and IP
security. The practical consequences of security
silos is that companies within a sector find it difficult
to agree on cross-cutting best practices. Between
sectors, the existence of different organizational silos
bogs down efforts to reduce the risks that stem from
infrastructure interdependencies. Lack of a com-
mon lingo makes it harder to partner effectively with
each other or with federal, state, and local govern-
ments—or even to demonstrate to Congress and the
American public that companies are exercising due
diligence.

Security Executives: Company Cops or Global
Risk Managers?

Unlike most other C-Suite positions, the roles and
responsibilities of chief security officers are not well
defined. They can range from company cop (viewed
with suspicion) to global risk manager (where no
business decision is made without a security sign-
off). Reporting often goes through the Office of the
General Counsel (where the focus is on compliance)
or through Human Relations (where the focus is on
guards with guns).

Culture Wars: Linking Security to the Language
of Risk and Reward

Many chief security executives come out of law
enforcement, often with distinguished 30-year
careers. That makes them exceedingly well equipped
to catch crooks, but often less conversant with how
to demonstrate the value of security to the overall
enterprise. And they need to be able to speak the
language of risk and reward when they’re competing
for investment capital. By the same token, business
executives do not typically speak the language of
security.

Council on Competitiveness The Resilient Economy: Integrating Competitiveness and Security

Lack of Worker Training as the First Line

of Defense

Integrating security across the enterprise requires

a culture that includes workers as a first line of
defense. But few of the companies in the studies
had taken steps to engage workers in securing

the enterprise. Incidents were not always formally
reported. In some cases, it took days before secu-
rity executives were even aware that an incident

had occurred. Given advances in IT and software,
automated tracking systems are relatively simple to
institute, create a valuable learning tool and could

be a key component in developing the quantitative
models to measure security risk and performance.
Similarly, many companies lack the training programs
to achieve a cultural transformation. In leader organi-
zations, training is detailed, role-specific, automated
and required at regular intervals. But this is the
exception rather than the rule.

Learning to Change: Education and Research
Professional curricula largely ignore security as

part of risk management and resilience. Business
schools do not include security as part of the stan-
dard CEO education. Although engineering schools
have embraced the principles of designing for quality,
safety and more recently sustainability, they often
lack a “design for security” focus.

In the same way, academic research centers study
many aspects of many industry sectors—from organi-
zation and management to supply chain and product
design—but only a handful embed concepts of secu-
rity or risk management into the research agenda.
They represent a large—and largely untapped—
potential to create the intellectual content (and met-
rics) that will drive a paradigm shift toward resilience.



Looking Ahead

Challenge for Companies

The challenge for companies is to overcome a
historical perspective that views security as static
defenses—whether fences or firewalls—and security
executives as company cops. To the contrary, secu-
rity must be integrated into the risk management
continuum, not only for loss avoidance, but also for
value creation. (see “Transforming Security into a
Strategy for Resilience” below)

Challenge for Government

The dilemma for public policy is that the “security” in
homeland security does not necessarily match up to
the corporate security function. Arguably, homeland

security missions are as much about economic resil-
ience as they are about protection. And the func-
tional equivalents to the economic resilience mission
in the private sector are business continuity, disaster
management and risk management functions, not
just security.

Yet, the focus of much of the government's efforts
has been to create public-private partnerships that
reach out principally to security executives. From a
resilience perspective, this may not be the logical
partnership focus. Moreover, government attempts to
create a regulatory structure to assure private sector
preparedness may actually reinforce risk silos, rather
than strengthen private sector risk management and
response capabilities.

Transforming Security into a Strategy for Resilience

Old Think
* Passive Private Sector/Wait for Regulation

* Security = Static Defences (fences and firewallls)

* Security = Compliance-driven
* Security = Sunk Cost

New Think

* Dynamic Leadership Vision

* Security = Agility/Adaptability

* Security = Core Business Value
* Security = Strategic Opportunity
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Warning: Turbulence‘g”m

The risk environment has changed dramatically
for countries and companies alike. Added to
the threat of global terrorism are new technical,
operational and strategic risks: extended sup-
ply chains; technological interdependencies; IT
vulnerabilities; mutating viruses; even weather
phenomena. These combine to create the
potential for disruptions that propagate quickly
across technological networks and geographic
borders.

In fact, many of these emerging trends not only cre-
ate new homeland security challenges, they exacer-
bate operational risks for companies as well—risks
that not all companies are well-prepared to meet.
Silos in security are characteristic of many aspects
of operational risk management. Just as security
functions (physical and employee, IT, supply chain
security) are siloed, so too are business continuity;

safety, environment and health; disaster management.

Within these risk specialties, there are, to be sure,
very sophisticated management processes. The
problem is that risks do not respect silos. An IT data
breach is not just a problem for the IT security exec-
utive; it can rapidly evolve into a reputation risk, a
litigation risk and a financial risk that can engage the
entire company.’

Given some of the turbulence ahead, the lack of an
integrated approach to risk management is itself
becoming a potential risk factor. Some of the trends
that change the risk that companies face include:
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* The Emergence of Global Enterprises
* New Technology and Infrastructure Risks
* Evolving Legal and Regulatory Risks

* Over the Horizon Risks: Energy Volatility and
Pandemics

Emergence of Global Enterprises

Global enterprises of the 21st century are very
different from the multinationals of the last century.
Where multinational companies typically transplanted
themselves as self-contained businesses on foreign
shores, global enterprises disperse pieces of their
business operations across different geographies,
which are networked to each other through voice
and data IT systems and supply chains.

From a corporate risk perspective, globalization of
companies cuts two ways. On one hand, companies
are able to leverage geography to disperse risk.
Indeed, rather than creating static backup sites (that
often gather dust until a disruption occurs), some of
the leading companies are rolling out plans to auto-
matically shift operations among global hubs, should
one site go down. They are creating shadow seats in
each of their locations and cross-training employees
in different geographies to assure business continu-
ity for critical functions in case of an emergency.

On the other hand, the diffusion of interconnected
operations also increases a company’s exposure: to
infrastructure disruptions—in transportation, com-
munications, information—that enable the enterprise



to operate seamlessly across different geographies,
to the rapid spread of contagious diseases among
employees who are traveling between sites, and to
geo-political instabilities and terrorism.

New Technology and Infrastructure Risks

Infrastructure risks continue to mount as disruptions
across networks and catastrophic losses escalates.

Electric power outages and power quality problems
already cost the private sector and the nation about
$80 billion every year in lost productivity and down-
time. But when an outage cascaded across multiple
transmission systems in the August blackout of
2003, the losses escalated to between $6—-10 billion
for a single incident.

The Internet is creating an entirely new set of vul-
nerabilities and risks that many companies have not
mastered. A recent study indicated that almost seven
out of 10 companies were losing sensitive data or
having it stolen out from under them as many as six
times a year. It turns out that losing data is expen-
sive. Companies that publicly reported a data loss or
breach had an average of 8 percent loss of revenue.”

The recent Internet attack in Estonia ushered in a
new kind of threat. The attackers used a giant net-
work of bots—perhaps as many as one million com-
puters in places as far away as the United States
and Vietnam—to amplify the impact of their assault.®

6  Lawrence Berkley National Laboratory: Kristina Hamachi-LaCommare
and Joe Eto. “Understanding the Cost of Power Interruptions to U.S.
Electricity Consumers.” Berkley: U.S. Department of Energy’s Office of
Electric Transmission and Distribution.

7  Lisa Vasas. “Some Companies Lose Data Six Times a Year.”
EWeek. March 7 2007. June 6, 1995. http://www.eweek.com/arti-
cle2/0,1895,2101683,00.asp.

8 Landler and John Markoff. “After Computer Siege in Estonia, War Turns
to Cyberspace.” New York Times. May 29, 2007, Final, Technology. June
5, 2007. http://www.nytimes.com/2007/05/29/technology/29esto-
nia.html.

One cybersecurity expert noted:

“Everything you have seen in hacking up until
now has been a Beta Test of what is possible.
This was a multi-pronged attack against several
asset classes and financial institutions. What
was not widely reported were the digital ripples
globally: shutdowns of central banks; processing
centers; parts of the U.S. and EU Treasuries;
and other financial elements.”

Even without data breaches or cyber-attacks, the cost
of computer systems going down is enormous. The
last published analysis of the cost of these kinds of
events appears to have been conducted seven years
ago. In 2000, it was estimated that the cost of an
hour of downtime for e-Bay was $225,000, for Ama-
zon.com $180,000, and for brokerage companies
$6,450,000. (These numbers are not only dated, they
do not include the cost of lost productivity.)'®

The text box below estimates loss per hour by sector.

2020 UPDATE: IT DISRUPTIONS CAN CRIPPLE
THE BOTTOM LINE

98%
81%
33%

of organizations say a single hour of downtime costs
more than $100,000.

of respondents indicated that 60 minutes of downtime
costs their business more than $300,000.

of those enterprises reported that one hour of down-
time costs their firms $1-5 million.

https://www.randgroup.com/insights/cost-of-business-downtime/,
accessed 5/28/20.

9  Stephen Spoonamore. Cybrinth:CEO. May 29, 2007.

10  David A. Patterson. “A Simple Way to Estimate the Cost of Downtime.”
The Proceedings of LISA 2002: Sixteenth Systems Administration
Conference. Berkley: Berkley USENIX Association, 2002. Pp. 185-188.
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Over the Horizon Risks: Energy Volatility and Pandemics

Energy could become a significant risk factor.
The rapid growth in demand from developing
economies, such as China and India, is putting
pressure on both prices and supply. Indeed, the
recent volatility in oil, natural gas and electric
power has shaved a percentage point off U.S.
GDP growth, increased the costs of energy

for U.S. companies, and reduced discretionary
income for most Americans."

Daniel Yergin, chairman of the Cambridge
Energy Research Associates, notes that the
twin energy challenges—the need for energy
to drive growth and the need to manage the
consequences of energy use—will be dominant
challenges in the decades ahead.

On the demand side, the magnitude is daunt-
ing. Every day, the global economy requires 86
million barrels of oil, and that is only 40 percent
of the total daily world energy consumption.'?
The supply side risks are growing as well.
Investments in low carbon alternatives by major
financial institutions, energy companies and
technology developers could be put at risk if
governments around the world fail to agree on
an equitable framework for allocating carbon
emissions.'3

Similarly, public health officials have been warn-
ing that a future pandemic is not a matter of “if”
but “*when”. The risk of an avian flu outbreak is
growing, according to the Congressional Bud-
get Office assessment, because of the way the
virus is evolving.

Council on Competitiveness. “Energy Security, Innovation and Sustain-

ability Initiative” Washington D.C.: Council on Competitiveness, May
2007.

It is entrenched among the domestic ducks
in rural areas of Asia—a permanent ecological
niche.

It is more robust than a weaker 1997 strain;
able to survive longer under a broader range
of environmental conditions.

It has increased the range of species it can
infect, including cats and captive tigers.

It has become resistant to one of the two
classes of antiflu drugs.'

Estimates of the cost of such a pandemic run
into the trillions of dollars—costs that could be
mitigated by advance planning. Yet a recent sur-
vey by Deloitte highlighted that although 73 per-
cent of businesses are aware of the pandemic
flu threat and 68 percent are very concerned
about the avian flu, only half believe that they
have adequately planned to protect themselves
from an event—and less than half feel confident
about the plan.’”

Congressional Budget Office. “A Potential Influenza Pandemic: Possible

Macroeconomic Effects and Policy Issues.” Washington D.C.: U.S. Con-
gress, July 2006.

K.B. Hendricks & V. R. Singhal. “An Empirical Analysis of the Effect of

Daniel Yergin. “Energy’s Challenges.” Forbes.com. April 23, 2007. June
5, 2007. http://www.forbes.com/opinions/2007/04/23/solutions-en-
ergy-yergin-opinion-cx_Im_0423yergin.html.

13 CERA Insights. “Carbon Markets: Globally Warming."” CERA, April 2007.

Supply-Chain Disruptions on Long-Run Stock Price Performance and
Risk of the Firm.” Productions and Operations Management. 14 (2005)
35-52. In FM Global, “The New Supply Chain Challenge: Risk Manage-
ment in a Global Economy.” (April, 2006).




Managing Risk on an Enterprise Basis

Enterprise Risk Management appears to be more
popular on paper than in practice. Consider that:

* Only 25 percent of directors of non-financial
companies report that the board considers all
major risks to the company versus 55 percent of
financial industry directors.'®

* Most companies give themselves high marks in
financial risk management, but only 29 percent
describe their ability to track non-financial
performance as excellent or good, and more than
a third describe it as fair or poor.'

* During the past 12 months, one in five companies
surveyed had suffered significant damage from
a failure to manage risk and more than half had
experienced at least one near miss. As many as
10 percent reported three near misses during the
past year.'®

One of the missing links in moving toward an enter-
prise view of risk is the lack of a disciplined approach
to operational risk. Notes Joe Sabatini, JP Morgan
Chase Managing Director and Head of Corporate
Operational Risk: “The industry loses money every
day in credit and market risk. We're not bothered by
that when we take those risks and incur those losses
on an informed basis. The key is to create the same
disciplined approach to operational risk."'®

In fact, the lack of a disciplined approach to oper-
ational risk increases the potential for what Har-
vard Business School professors Max Bazerman
and Michael Watkins call “predictable surprise—the
disasters you should have seen coming.”?° One
example might be in the energy area. Most execu-

16 Conference Board. CEO Challenge, 2006.
17  Deloitte Research. “In the Dark II” Deloitte, 2007.

18 Lloyd's, In Association with the Economic Intelligence Unit. “Taking Risk
On Board.” London: Lloyd’s, 2006.

19 Neil Davey. “Operational Risk: A Disciplined Approach.” First Services
Technology. June 5, 2007.

20 Max. H. Bazerman and Michael D. Watkins. Predictable Surprises: The
Disasters You Should Have Seen Coming, and How to Prevent Them.
Cambridge: Harvard Business School Press, 2004.

tives recognize that energy is becoming a risk factor,
but few companies appear to have integrated energy
planning into risk management. A recent survey from
Hill & Knowlton found that, although 82 percent of
senior technology leaders from around the globe
said they “closely monitor” global warming news, only
35 percent have a concrete energy strategy to deal
with it2" Similarly, in each of the five sectors studied,
senior executives clearly understood that the risk
dynamic in their industry was changing, but few had
integrated that knowledge into the company’s risk
management operations.

Why The Markets Are Not Driving
Enterprise Risk Management

Given the evidence that integrated risk management
is a shareholder value and bottom-line issue, as

well as an asset protection strategy, why aren't the
markets creating new standards and best practices
that capture management attention though lower
risk premiums or stronger market valuations? One
barrier might be the lack of a common set of prior-
ities among the key stakeholders or any commonly
accepted metrics.

“Whose Risk?" on page 21 dramatically highlights
widely divergent views of risk between corporate
CEOQOs and insurance executives. Corporate risk man-
agers are most concerned about risks to reputation
or continuity that are often uninsurable, while insur-
ance executives are primarily concerned with phys-
ical damage and losses. This could make communi-
cation about managing risk relatively more difficult.

But the lack of metrics impedes the creation of even
a baseline for discussion about transformational
approaches to risk and resilience. The lack of risk
metrics, particularly operational risk metrics, is a
show stopper. Insurance companies accept and price
risk based on actuarial data. But for many types of
operational risk, there are no actuarial data. Similarly,
although Wall Street ratings analysts are increasingly

21 Hill and Knowlton. “Return on Environment” New York: Hill and Knowl-
ton, April, 2007. June 5, 2007 http://www.greenbiz.com/news/news_
third. cfm?NewsID=35038.
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GROWTH IN TORT COSTS

Growth in GDP
Percent Average
Annual Increase

Growth in Tort Costs
Percent Average
Annual Increase

1951-60 11.6 6
1961-1970 9.8 7
1971-1980 11.9 10.4
1981-1990 11.8 7.6
1991-2000 3.2 5.4
2001 14.7 3.2
2002 13.4 3.4
2003 (513} 4.7
2004 5.7 6.9
2005 0.5 6.3
55 Year Average: 9.5 71

Tillinghast. “2006 Update on U.S. Tort Cost Trends.” New York: Towers Perrin,
2006.

homing in on risk management capabilities, they are
struggling to come up with appropriate metrics and
methodologies to assess risk management systems
or to value resilience. For its part, while the govern-
ment has a vested interest in creating more robust
risk management capabilities in the private sector,
homeland security generally views risk through the
lens of catastrophic events and not as part of a risk
continuum.

The increasing turbulence of the business environ-

ment is partially at fault for the slowness of response

to mounting risks. When a ceaseless array of day-

to-day pressures and unexpected crisis bombard
executives, it is difficult to step back and develop

an integrated strategy. In a simpler time, compa-
nies were able to achieve operating efficiency by
establishing stable business models with repeatable,
uniform processes. Today, stability is elusive, and
companies must learn new skills—agility, adaptability,
and resilience—in order to deliver consistently high
performance and shareholder value.

2020 Update: Supply Chain Risk
Remains a Challenge 2

» Seventy-four percent of survey respondents
have faced at least one third-party related
incident in the last three years.

More than 50 percent of respondents
reported “some” or a “significant” increase
in their level of dependence on third parties
in the last year.

Only 20 percent of respondents have
integrated or optimized their extended
enterprise risk management mechanisms.

Just 11 percent of respondents are “fully
prepared” to deal with the increased
uncertainty in the external environment.

22  https://www2.deloitte.com/us/en/pages/risk/articles/extended-en-
terprise-risk-management-global-survey.html, webpage accessed
5/28/2020.



WHOSE RISK? Top 10 Risk Priorities

Corporate Executives
Reputation

Business Interruption
Third Party Liability
Supply Chain Failure
Market Environment
Regulation/Legislation
Talent

Market Risk

Physical Damage

Merger & Acquisition

Executive Risk Rankings: Aon, 2007 Global Risk Management Survey.

Insurance Executives
Hurricane

Flood

Oil Spill

Terrorism

Blackout

Wildfires

Industrial Accident
Cyber-attack
Pandemic
Earthquake

Hometown Security
Chemical Threats
Biological Threats
Crime

Fire

Cyber-attack

Tornado

Nuclear Threats
Earthquake

Hurricane

Flooding

Insurance Risk Rankings: Risk and Insurance, Top 10 Risks, April 15, 2007.

Mayors’ Risk Rankings: Key survey findings, conducted by the U.S. Conference of Mayors and DuPont through
their Cities United for Science Progress partnership.
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Where Do We Go from Here?

The numbers are staggering. 6.26 million known
cases' of COVID-19 in the United States. A death
toll as of September 7 of 188,513.2 13.6 million
workers unemployed.® Thousands of business shut-
tered, many to never reopen. GDP growth likely to
drop by more than 20 percent. Hundreds of thou-
sands of students forced to seek degrees online
and uncertainty about when campuses will reopen.
Supply chains in numerous industries have been dis-
rupted or stretched near the breaking point, impact-
ing thousands of products, creating spot shortages
of products in high demand and production slow-
downs. Demand in some markets has tanked leading
to massive layoffs, while a few others have soared
leaving firms scrambling to rapidly scale their work-
forces.

Hope for a vaccine remains high, but how quickly
one can be developed, mass produced and made
available remains unknown. States are beginning to
experiment with various plans to reopen their econ-
omies and schools. Businesses are making plans to
return to the office, but the reality is that the office
environment is likely to be vastly different than what
is was before the pandemic. The implications for
transit, real estate, and even urban/rural divide are
tremendous.

1 https://covid.cdc.gov/covid-data-tracker/#cases.
2 ibid.

3 https://www.bls.gov/news.release/empsit.nr0.htm.

In short, the COVID-19 pandemic has disrupted

the U.S. economy in ways we are only beginning to
grasp. It seems likely that many aspects of the way
people learn, work, and recreate are changed irrevo-
cably. Yet, this crisis also has spawned tremendous
innovation and creativity that coupled with greater
resilience could signal a better outcome when the
next crisis hits.

For it was no small accomplishment that colleges
and universities successfully transitioned their entire
curriculum online in a matter of days. New consor-
tiums to tackle treatments and potential vaccines
sprung up quickly, including one bringing together
the awesome power of high-performance computing
across the public and private sectors to include uni-
versities, national labs and leading U.S. businesses.
Many workers are being retrained in real time to fill
gaps in the workforce from virus contact tracing to
processing unemployment claims.

Looking to the next economy that will rise from the
depths of the COVID-19 crisis, one “ace-in-the-hole”
that could bridge resilience and innovation is the
rapid advancement in technology. As the unfolding
and accelerating revolutions in science and technol-
ogy—such as biotechnology, digital technology, big
data, artificial intelligence, nanotechnology, advanced
materials, and autonomous systems—collide and con-
verge on the global economy, enterprises, and soci-
ety simultaneously, they have numerous and potential
future applications that can contribute to building a



Prepare for What?

Climate change
Earthquake/tsunami
Flood/dam failure

Hurricane/tornado/severe

storm outbreak

Heat wave

Severe winter weather
Volcano

Wild fire

Drought

Chemical/toxic substance unrest

release

broad capacity for resiliency at every level of society
and its systems (see illustration for examples). To
leverage these disruptive technologies to achieve
this outcome, a multidisciplinary development and
deployment effort carried out across numerous soci-
etal dimensions at different levels and scales will be
needed. Governments at all levels, the private sector,
other sectors such as health care, communities, and
households all have roles to play.

Terrorist attack
CBRN release
Contagious disease outbreak

Plant/animal disease

Cyber-attack/computer virus
Power blackout
Transportation system failure

IT/telecom outage

Geopolitical instability

Product tampering/
contamination

Water contamination
Supply chain breakdown
Energy supply disruption
Food supply disruption

Critical material supply
disruption

Port or trucking strike/labor

Protest/civil unrest

What should be clear from this updated report is
that the United States has the tools to both prepare
and respond to crisis. Leaders in the public and
private sectors must embrace the dual mandates of
resilience and innovation. Chad Holliday, Chairman,
Royal Dutch Shell, who co-chaired the development
of the original Transform report, stated it best back
in 2007, when he said, “Our country can be compet-
itive in light of threats either natural or manmade, if
we do three things: develop fundamentally resilient
systems; stick with them year after year; and do not
become complacent.”
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Internet of Things/Connectivity

Rapid temporary broadband Platforms for self- Population alert/
networks organizing communities warning systems

Biotechnology

Rapid pathogen test/therapy

development Community-level Data access/sharing for Cybersecurity/

communications situational awareness trusted systems
Low-cost retail/home-level testing
(food/water/pathogen)

Satellites for airborne  Self-healing digital systems
imaging

. , E-government
Pest/disease resistant crops Tracking systems/RFID : -
Rapid organization of local

Drought/heat/flood tolerant crops Pest control : )
Supply chain management markets/gig economy
Nutritionally optimized foods Plant-based sensors L
Tele-medicine
Indoor farming Bio-surveillance Tele-education
Crops/food animals with accelerated Pharmacy on demand

growth cycles Language translators

Insects-borne plant therapeutics

Aquaculture New blood products

Precision farming of artificial protein

Insect transmitted plant gene therapy

Autonomous Systems
Robots Delivery

Hazardous environments Drones

Hazardous substances clean-up Autonomous/driverless vehicles

Search and rescue Automated response systems
Surgery/front-line emergency care

Treatment of patients with infectious
diseases

Material/patient transport

Farming

Sensors/S:
Food safety monitoring
Environment/CBRN detection

Advanced Energy/Environmental Tech
Self-optimizing/-healing power grids  Energy harvesting

Microgrids  Biofuel generators
Energy storage  Energy resilient buildings Personal health monitors
Small-scale sustainable power  Water purification Physical security
Small-scale biomass systems  Water desalination Social distancing

Waste-to-energy  Fog/water harvesting
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Nanotechnology/Advanced Materials

CBRN protection Infrastructure/structure

Self-healing materials hardening

Antimicrobial surfaces/ Engineered living materials

Advanced Engineering/

coatings Multi-functional materials .
Nano-based vaccines/ Functional fabrics/ ManUfaCturmg
immunotherapies electro-textiles Mobile infrastructure

Critical materials substitutes/
reduction

Rapid laboratory infrastructure
establishment

Wound healing monitors 3-D printing Disaster-resilient design/materials

Filters/membranes Flexible manufacturing/ Smart structures respond to changing

rapid set-up conditions
Rapid construction methods Chemical process intensification
Structures on demand/ Smart/novel packaging

temporary structures

logy
tors

rge
iliency

Artificial Intelligence

Patient screening/triage

Knowledge/skill enhancing agents for “para” workers
Image analysis
Data analytics
Tele-medicine/diagnostics

Chat bots/service agents

ensorization Computing/Big Data/Data Analytics

Anti-tamper Modeling/simulation/visualization ~ Source identification (food poisoning/

Alarms Early detection of disease outbreak aonitzgiows dissese/aipeiig)

Thermal imaging Epidemic Response Supply chain modeling/reconfiguration

Geolocation/GPS GIS Decision-support systems

Persistent observation/data Risk assessment Uil i

collection/remote sensing Rapid personnel identification/

mobilization/ management
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About the Council on Competitiveness

For more than three decades, the Council on Com-
petitiveness (Council) has championed a compet-
itiveness agenda for the United States to attract
investment and talent and spur the commercialization
of new ideas.

While the players may have changed since its found-
ing in 1986, the mission remains as vital as ever—to
enhance U.S. productivity and raise the standard of
living for all Americans.

The members of the Council—CEOs, university pres-
idents, labor leaders and national laboratory direc-
tors—represent a powerful, nonpartisan voice that
sets aside politics and seeks results. By providing
real-world perspective to Washington policymak-
ers, the Council’s private sector network makes an
impact on decision-making across a broad spectrum
of issues—from the cutting edge of science and
technology, to the democratization of innovation, to
the shift from energy weakness to strength that sup-
ports the growing renaissance in U.S. manufacturing.

The Council's leadership group firmly believes that
with the right policies, the strengths and potential

of the U.S. economy far outweigh the current chal-
lenges the nation faces on the path to higher growth
and greater opportunity for all Americans.

Council on Competitiveness
900 17th Street, NW, Suite 700
Washington, D.C. 20006

202 682 4292
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